comboFix 14-04-09.02 - srhutsell 04/10/2014

Microsoft windows 7 Home Premium
Running from: c:\users\srhutsell\

ComboFix

3:00.1.4 - x64
6.1.7601.1.1252.1.1033.18.4863.2603 [GMT -4:00]

Desktop\ComboFix.exe

AV: avast! Antivirus *Disabled/Updated* {17AD7D40-BA12-9C46-7131-94903A54AD88}

SP: avast! Antivirus *Disabled/Updated* {ACCCICA4-9C28-93C8-4B81-AFE241D3E736}

SP: windows Defender *Enabled/Updated® {DG68DDC3A-831F-4fae-9E44-DA132C1ACF46}
* Created a new restore point

CCCCCLCCLLCCCLOCEEOCLCCCeLCCeeeCeLece(  other peletions
2323333333233332323333332332330333313)332)33)31))

é \install.exe

i(((((((((((((((((((((((( Files Created from 2014-03-10 to 2014-04-10
23I332)32323233332))3333)))0))2

2014-04-10 07:14 . 2014-04-10 07:14  --—--—— d----- w-
c:\users\Default\AppData\Local\temp

2014-04-10 07:14 . 2014-04-10 07:14  --————-- i — w-
c:\users\ahutsel12001\Appbata\Local\temp

2014-04-10 07:14 . 2014-04-10 07:14  --—-————-- d----- w-

c:\users\Admin\Apphata\Local\temp

2014-04-10 06:20 . 2014-04-10 06:20 75888 ----a-w-
c:\programdata\Microsoft\Windows Defender\Definition
Updates\{03D5D204-D9B6-4177-R9B2-95EDB5032566  \offreg.dl]
2014-04-09 09:03 . 2014-04-09 09:03 d
¢ :\windows\LastGood

2014-04-09 08:59 ., 2014-04-09 08:59
c:\users\srhutsell\Appbata\Local\ElevatedDiagnostics
2014-04-08 05:29 . 2013-11-11 14:58 4900568 ----a-w-
c:\programdata\cis26F0.exe
2014-04-06 08:54 . 2014-04-06 08:54
files (x86)\Nirsoft

2014-04-06 07:53 . 2014-04-06 07:53 43152
c:\windows\avastss.scr

2014-04-04 05:59 . 2014-03-07 04:43 10521840
c:\programdata\Microsoft\Windows Defender\Definiticn
Updates\{03D50204-D9B6-4177-B982-95ED85032566 \mpengine.dll

c:\program
_...._....a....w...

2014-03-12 05:55 . 2014-02-04 02:32 624128 ----a-w-
c:\windows\system32\gedit.dl]1
2014-03-12 05:55 . 2014-02-04 02:04 509440 -~---a-w-
¢ \windows\Syswowb4d\gedit.dl]
2014-03-12 05:55 . 2014-02-04 02:32 1424384 ----a-w-

c:\windows\system32\windowsCodecs.d11
2014-03-12 05:55 . 2014-02-04 02:04
c:\windows\Syswow64\windowsCodecs.dT1

1230336 ----a-w-

CLCLCCECOOCCCCOCOeCLeECLELleLeeeeleeeCe(  Find3m report
333333333333333333333333333333333333333333333322)))
2014-04-06 08:14 . 2013-07-14 18:31 71048  -—--—-a-w-

C: \w1ndows\SysWowé4\F1ashP1ayerCPLApp cpl

2014-04-06 08:14 . 2013-07-14 18:31 692616 ----a-w-
c:\windows\Syswow6d\rFlashPlayerApp.exe
2014-04-06 07:53 . 2013-12-25 04:07 84816 ----a-w-
c:\windows\system32\drivers\aswstm.sys
2014-04-06 07:53 . 2013-07-10 00:57 423240 ----a-w-
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c:\windows\system32\drivers\aswSP.sys

2014-04-06 07:53 . 2013-07-10 00:57 208928 ----a-w-
c:\windows\system32\drivers\aswvmm. sys

2014-04-06 07:53 . 2013-07-10 00:57 1039096 ----a-w-
c:\windows\system32\drivers\aswsnx.sys

2014-04-06 07:53 . 2013-07-10 00:57 65776  ----a-w-
c:\windows\system32\drivers\aswRvrt.sys

2014-04-06 07:53 . 2013-07-10 00:57 79184  ----a-w-
c:\windows\system32\drivers\aswMonF1t.sys

2014-04-06 07:53 . 2013-07-10 00:57 334648 ----a-w-
c:\windows\system3Z\aswBoot, exe

2014-04-06 07:53 . 2013-07-10 00:57 93568 ----a-w-
c:\windows\system32\drivers\aswRdr2.sys

2014-03-19 07:00 . 2013-07-10 04:03 90015360 ————a-w-

c: \windows\system32\MRT.exe

S sigcheck -------
Note: Unsigned Tiles aren't necessarily malware.
[7} 2009-07-14 . 02062C0B390B7729EDCIEGICOH680A6F3C . 24128 . . [6.1.7600.16385]

c:\windows\winsxs\amd64_mshdc.inf_31bf3856ad364e35_6.1.7600.16385_none_392d19c13b3ad
543\atapi.sys

[7] 2009-07-14 . 02062C0B390B7729EDCIE6ICHB0AGF3C . 24128 . . [6.1.7600.16385]
c:\windows\system32\drivers\atapi.sys
i?] 2009-07-14 . 769765CE2CC62867468CEA9396982242 . 23040 . . [6.1.7600.16385]

c:\windows\winsxs\amd64_microsoft—windows—rasbase~asyncmac_31bf3856ad364e35_6.1:%600
.16385_none_804ccl8a4e8ad4516\asyncmac. sys

[7] 2009-07-14 . 769765CE2CC62867468CEA93969B2242 . 23040 . . [6.1.7600.16385]
c:\windows\system32\drivers\asyncmac.sys
[7] 2009-07-14 . BCO2336F1CBA7DCC7D12138BB588A68A5 . 50768 . . [6.1.7600.16385]

¢ : \windows\winsxs\amd64_keyboard.inf_31bf3856ad364e35_6.1.7600.16385_none_f3435f7Ff2
a9f325\kbdclass.sys

[7] 2009-07-14 . BC02336F1CBA7DCC7D1213BR588A68A5 . 50768 . . [6.1.7601.17514]
c:\windows\system32\drivers\kbdclass.sys _
[7] 2012-08-22 . 760E38053BF56E501D562B70AD796B88 , 950128 . . [6.1.7600.16385]

¢:\windows\winsxs\amd64_microsoft-windows-ndis_31bf3856ad364e35_6. 1.7601.17939_n6ﬁe_
05dc9a6832bad28a\ndis.sys

[7] 2012-08-22 . 760E38053BF56E501D562B70AD796B88 . 950128 . . [6.1.7600.16385]
c:\windows\system32\drivers\ndis.sys
[7] 2013-04-12 . BY9SFRCHE31CDO7B2EGF71F7F648E38C0 , 1656680 . . [6.1.7601.18127] ..

c: \windows\winsxs\amd64_microsoft-windows-ntfs_31bf3856ad364e35_6.1.7601.18127_none_
048141be3390b0cf\ntfs.sys

[7] 2013-04-12 . B9BFBCHE31CDO7B2EGF71F7FG648E38C0 . 1656680 . . [6.1.7600.16385] ..
¢ \windows\system32\drivers\ntfs.sys
{7] 2009-07-13 . 9899284589Fr75FA8724FF3D16AED75C1 . 6144 . . [6.1.7600.16385]

¢ :\windows\winsxs\amd64_microsoft-windows-null_31bf3856ad364e35_6.1.7600. 16385'ﬁone
055adf2434aellee\null.sys

[71 2009-07-13 . 9899284589F75FAR724FF3D16AED75CL . 6144 . . [6.1.7600.16385]
c:\windows\system32\drivers\null.sys
{7] 2013-11-26 . E55B41AA6114568ACS58ADBABDABS620 . 1897408 . . [6.1.7601.22525]

¢ : \windows\winsxs\amd64_microsoft-windows-tcpip-binaries_31bf3856ad364e35_6.1. 7601.2
2525_none_1llc3cc3c962abec3\tepip.sys

[7] 2013-09-08 . 40AF23633D197905F03A55628C558c51 . 1903552 . . [6.1.7600.16385]} ..
c:\windows\system32\drivers\tcpip.sys
f?] 2010-11-20 . DDADSA7AB24D8B65F8D724F5C20FD806 . 119296 . . [6.1.7601.17514]
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c: \windows\winsxs\amd64_microsoft-windows-tdi-over-tcpip_31bf3856ad364e35_6.1.7601.1
7514_none_4863cdbat2b532F8\tdx.sys
[7] 2009-07-13 . 079125C4B17B01FCAEERBCEOBCB290COF . 99840 . . [6.1.7600.163851 ..
c:\windows\winsxs\amd64_microsoft-windows-tdi-over-tepip_31bf3856ad364e35_6.1.7600.1
6385..none_4632h9T2f5c6af5e\tdx.sys

[7] 2010-11-20 . DDADSA7AB24D8B65F8D724F5C20FD806 . 119296 . . [6.1.7601.17514]
c:\windows\system32\drivers\tdx.sys
i?] 2012-07-04 . 00A7A2067E9822E4626DEB46574ADARD . 136704 . . [6.1.7600.21256]

¢ \windows\winsxs\amdod_microsoft-windows-browserservice_31bf3856ad364e35_6.1.7600.2
1256._none_d5890aas5d0b400b5\browser.d11

(71 2012-07-04 . O5F5A0D14A2EEIDR255C2AA0EQERES94 . 136704 . . [6.1.7601.17887] ..
c: \windows\winsxs\amd64_microsoft-windows-browserservice_31bf3856ad364e35_6.1.7601.1
7887 _none_d6c68344b4d406b\browser.d11

[7] 2012-07-04 . 156768ABAEIDAF29BA0OBOCOSC21FERQ9 . 136704 . . [6.1.7601.22044] ..
c:\windows\winsxs\amd64_microsoft-windows-browserservice_31bf3856ad364e35_6.1.7601.2
2044_none_d7783703cdd41eQ2\browser.dl

{77 2012-07-04 . 6BOS4C67AAAB7843504E8E3C09102009 . 136704 . . [6.1.7600.17056] ..
c:\windows\winsxs\amd64_microsoft-windows-browserservice_31bf3856ad364e35_6.1.7600.1
7056_none_d4ffobfab79663c4\browser.dl11

[7] 2010-11-20 . 8EFODSC41EC907751B842916281239Eb . 136192 . . [6.1.7601.17514] ..
c:\windows\winsxs\amded_microsoft-windows-browserservice_31bf3856ad364e35_6.1.7601.1
7514_none_d70f2c28b49dffae\browser.dll

[7] 2009-07-14 . 94FBCO6F294D58D02361918418F996E3 . 136192 . . [6.1.7600.16385]
c:\windows\winsxs\amd64_microsoft-windows-browserservice_31bf3856ad364e35_6.1.7600.1
6385_none_d4del860b7af7cl4\browser.dl1

[71 2012-07-04 . O5F5A0D14AZEE1D8255C2AA0E9EREG94 . 136704 . . [6.1.7600.16385]
c:\windows\system32\browser.d}1
f?] 2013-09-25 . FO21DAFB1F87616FCEBA159C2ED7042F . 30720 . . [6.1.7601.22465]

.7601.22465_none_0

.7601.18270] ..
. 7601,18270_none_0

.7601.22099] ..
.7601.22099_none_0

.7601.220107 ..
.7601.22010_none_0

.7600.212257 ..
.7600.21225_none_0

.7600.169157 ..
.7600.16915_none_0

.7600.169157 ..
.7600.17035_none_0

.7600.210927 ..
.7600.21092_none_0

.7601.17725] ..
.7601.17725_none_0

.7601.17725] ..
.7601.17856_none_0

.7601.177257 ..
.7601.17940_none_0

.7601.21861]

c: \windows\winsxs\amd64_microsoft-windows-1sa_31bf3856ad364e35_6.
4c503168ch026a0\1sass.exe
[7] 2013-09-25 . 4D71227301DDRDOO0Y7BIEACCES527E5A . 30720 . . [6.
c:\windows\winsxs\amd64_microsoft-windows-1sa_31bf3856ad364e35_6.
42b9307739fF26ed\1sass.exe
[7] 2012-08-24 . 77119F1F98492B260030C34F9BE327FA . 31232 . . [6.
c:\windows\winsxs\amd64_microsoft-windows-1sa_31bf3856ad364e35_6.
4a88ce2B8ccdeb33\isass.exe
F7] 2012-06-04 . 79¢908CAA6F43021EBQO5F4C733A927D1 . 31232 . . [6.
c:\windows\winsxs\amd64_microsoft-windows~1sa_31bf3856ad364e35_6.
4f609a88c8c279c\1sass.exe
[7] 2012-06-02 . BFG3CE11A25F3509129888710D5111FC . 31232 . . [6.
c: \windows\winsxs\amd64_microsofr-windows-1sa_31bf3856ad364e35_6.
309de288F695654\ 1sass.axe
[7] 2011-11-17 . 156F6159457D0AA7ES59B62681B56ERS0 . 31232 . . [6.
¢ :\windows\winsxs\amd64_microsoft-windows~1sa_31bf3856ad364e35_6.
28b374176436a30\1sass.exe
[7]1 2011-11-17 . 156F6159457D0AA7E59B62681B56ER90 . 31232 . . [6.
c:\windows\winsxs\amd64_microsoft-windows-1sa_31bf3856ad364e35_6.
2756f8b7653d554\1sass.exe
(7] 2011-11-17 . D21BD47E528CP62E79311FBSDFO150EG . 31232 . . [6.
c:\windows\winsxs\amd64_microsoft-windows-1sa_31b{3856ad364e35_6.
2bb2a0a8ftadd3oR\1sass.exe
[7] 2011-11-17 . C118AB2CD78818C29AB228366ERFB1C3 . 31232 . . [6.
¢ \windows\winsxs\amd64_microsoft-windows-1sa_31bf3856ad364e35_6.
466c45b7371F20d\1sass.exe
[7] 2011-11-17 . C118A82CD78818C29AB228366ERFB1C3 . 31232 , . [6.
c:\windows\winsxs\amd64_microsoft-windows-1sa_31bf3856ad364e35_6.
44756¢c773895¢c5e\1sass.exe
[7] 2011-11-17 . C118A82CD78818C29aB228366EBFB1C3 . 31232 . . [6.
c:\windows\winsxs\amd64_microsoft-windows-1sa_31bf3856ad364e35_6.
44c26dd7386a58a\1sass.exe
[7] 2011-11-17 . 0A10B74FBB4A37FF9A23F1D5DE4446A83 . 31232 . . [6.
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c:\windows\winsxs\amd64_microsoft-windows-1sa_31bf3856ad364e35_6.1.7601.21861_ncne_0
4c1204e8ch39c3f\1lsass.exe

[7] 2009-07-14 . 0793F40B9BBA1BDD266296409DBDOLEA . 31232 . . [6.1.7600.16385] ..
c:\windows\winsxs\amd64_microsoft-windows-1sa_31bf3856ad364e35_6.1.7600.16385_none_0{
2317c69767c3edd\15ass.exe

[7] 2009-07-14 . 0793r4089B8A1BDD266296409DBDYLEA . 31232 . . [6.1.7600.16385] ..

¢ :\windows\winsxs\amd64_microsoft-windows-Tsa_31bTt3856ad364e35_6.1.7600.16484_none_0
23e7e05767d22ad\1sass.exe

[7] 2009-07-14 . 0793F40B9BBA1BDD266296409DBDI1EA . 31232 . . [6.1.7600.16385]1 ..

¢ :\windows\winsxs\amd64_microsoft-windows-Tsa_31bT3856ad364e35_6.1.7600.20594_none_0
2bd4aedB8fazdeb8\1sass.exe

[7] 2009-07-14 . Q793F40B9BBA1BDD266296409DBDILEA . 31232 . . [6.1.7600.163851 ..
c:\windows\winsxs\amd6d_microsoft-windows-1sa_31bf3856ad364e35_6.1.7601.17514_none_0
4709031736ac277\1sass.exe

[7] 2013-09-25 . 4D71227301pD8DOY097BIEACCH527ES5A .« 30720 . . [6.1.7601.18270]
c:\windows\system32\1sass.exe

[7] 2009-07-14 . 847D3AE376C0817161A14A82¢8922A9E . 360448 . . [6.1.7600.16385]

c:\windows\winsxs\amd64_microsoft—windows—netman_31bf3856ad364e35_6.1.7600.16385;ﬁon
e_bbbh20d3d6b80deda\netman.d1]

{77 2009-07-14 . B47D3AE376C0817161A14AB2C8922A9E . 360448 . . [6.1.7600.16385] ..
c:\windows\system32\netman.dl]
[73 2010-11-20 . 1EA7969E3271CBCS59E1730697DC74682 . 849920 . . [7.5.7601.17514]

¢ \windows\winsxs\amd64_microsoft-windows-bits-client_31bf3856ad364e35_6.1.7601. 1751
4_none_81bbca5cl101195cd\gmgr.d11

[77 2009-07-14 . 7r0C323FE3DAZ28AA4AALBDA3FS75707F . 848384 . . [7.5.7600.16385] ..
c:\windows\winsxs\amd64_microsoft-windows-bits-client_31bf3856ad364e35_6.1.7600.1638
5_none_7f85h69413231233\agmgr.d11

{71 2010-11-20 . 1EA7969E3271CBCS59E1730697DC74682 . 849920 . . [7.5.7600.16385]
c:\windows\system32\gmgr.dl]
[7] 2010-11-20 . 5C627D1B1138676COATAB2C2C190D123 . 512000 . . [6.1.7601.17514]

c:\windows\winsxs\amd64_microsoft-windows-com-base-qfe-rpcss_31bf3856ad364e35_6.1.76
01.17514_none_c7T0el16b547T887d\rpcss.dl1

[7] 2009-07-14 . 7266972E86890E2B30C0C322E906B027 . 509440 . . [6.1.7600.16385] ..
c:\windows\winsxs\amdé4_microsoft-windows-com-base-qfe-rpcss_31bf3856ad364e35_6.1.76
00.16385_none_c5bfcda3579104e3\rpcss.dil

[7] 2010-11-20 . 5C627D1B1138676C0A7AB2C2C190D123 . 512000 . . [6.1.7601.17514]
c:\windows\system32\rpcss.dll
f?] 2009-07-14 . 24ACB7ESBES95468E3B9AA488B9BAFCE . 328704 . . [6.1.7600.16385]

c \windows\winsxs\amd64_microsoft-windows-s..s-servicecontrolier_ 31bF3856ad364e35_ _6.
1.7600.16385_none_2b54b20eefTal7bl\services. exe

[7] 2009-07~14 . 24ACB7E5SBES95468E3R9AA488B9B4FCB . 328704 . . [6.1.7600.16385]
c:\windows\system32\services.exe
t?] 2012-02-11 . 85DAA09A98CY286DAEAZBABDOEG44377 . 559104 . . [6.1.7600.16385] ..

c:\windows\winsxs\amd64_microsoft-windows-printing-spooler-core _31bf3856ad364e35_6.1
.7601.17777_none_3433cdb2d8563d50\spoolsv. exe
[7} 2012-02-11 . 567977DC43¢CC13C4C35ED7084C0BB4DS . 559104 . . [6.1.7600.163851 ..
c:\windows\winsxs\amd64_microsoft-windows-printing-spooler-core_31bT3856ad364e35_6.1
.7600.16962_none_32533f26db2c36c0\spoolsv.exe
[71 2012-02-11 . 807BSBOE287027F72AC37BOCDAO512DA . 559104 , . [6.1.7600.16385] ..
c: \windows\winsxs\amd64_microsoft-windows-printing-spooler-core _31bf3856ad364e35_6.1
.7600.21149_none_32¥955T1f433834b\spoolsv.exe
[7} 2012-02-11 . BID7A4858CFI2A6A15D2763F1DE47EDE . 559616 . . [6.1.7600.16385] ..
c: \windows\winsxs\amd64_microsoft-windows-printing-spooler-core_31bf3856ad364e35_6.1
.7601.21921_none_34ed7a43f150b682\spoclsv.exe
[71 2010-11-20 . B96C17B5DC1424D56EEA3A99E97428CD . 559104 . . [6.1.7600.16385] ..
¢ \windows\winsxs\amd64_microsoft-windows-printing-spooler-core_31bf3856ad364e35_6.1
.7601.17514_none_3471a890d8284f57\spootsv.exe
(7] 2010-08-21 . FBEIFAQ3CB70D5S4A9892ACBBRIIDIE7E . 558592 . . [6.1.7600.16385]
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c :\windows\winsxs\amd64_microsoft-windows-printing-spooler-core_31bf3856ad364e35_6.1
.7600.16661_none_3252392adb2d25f4\spoolsv.exe

[7] 2010-08-20 . 8547491BE7086EE317163365D83A37D2 . 559104 . . [6.1.7600.16385] ..
c:\windows\winsxs\amd64_microsoft-windows~printing-spooler-core_31bf3856ad364e35_6.1
.7600.20785_none_32ca3745f45762fc\spoolsv.exe

[71 2009-07-14 . 89E8550C5862999FCF482EAS62B0E98E . 558080 . . [6.1.7600.16385] ..
c:\windows\winsxs\amdé4_microsoft-windows-printing-spooler-core_31hT3856ad364e35_6.1
.7600.16385_none_324094c8db39cbbd\spoolsv.exe

[7] 2012-02-11 . 85DAA09A98C9286D4EA2BASDOEG44377 . 559104 . . [6.1.7600.16385]
c:\windows\system32\spoolsv.exe
t?] 2010-11-20 . 1151B1BAAGF350B1DB659BEQOFEA7C4A57 . 390656 . . [6.1.7601.17514]

c:\windows\winsxs\amde4_microsoft-windows-winlogon_31bhf3856ad364e35_6.1.7601.17514_n
one_cde90685eh310636\winTogon.exe

[7] 2009-10-28 . A93D41A4D4B0D91CO72D11DDBAF266DE . 389632 . . [6.1.7600.20560] ..
c:\windows\winsxs\amd64_microsoft-windows-winlogon_31bf3856ad364e35_6.1.7600.20560_n
one_cc522fd507b468F8\winlogon. exe

[7] 2009-10-28 . DA3E2AGBFAY9660CC75B471530CE88453A . 389632 . . [6.1.7600.16447] ..

¢ \windows\winsxs\amd64_microsoft-windows-winlogon_31bf3856ad364e35_6.1.7600.16447_n
one_cbe534e7eeB042ad\winlogon.exe

[7] 2009-07-14 . 132328DF455B0028F13BFOABEES1AG3A . 389120 . . [6.1.7600.16385] ..
c:\windows\winsxs\amd64_microsoft-windows-winlogon_31bf3856ad364e35_6.1.7600.16385_n
one_cbb7f2bdeea2829c\winlogon.exe

[7] 2010-11-20 . 1151B1BAAG6F350B1DB653BEQOFEA7C457 . 390656 . . [6.1.7601.17514]
c:\windows\systemSZ\win1ogon.exe
[7] 2012-06-02 . ClCO3EA437EDDASA7DID8786ESAE6751 . 57880 . . [7.6.7600.256]

¢ \windows\winsxs\amd64_microsoft-windows-w. .wsupdateclient-core_ 31bf3856ad364€35_7.
6.7600.256_none_d5t513F25190Ff276\wuauclt.exe

[71 2010-11-20 . 7FBFAAB4FEL76D9AE932ABCS585AB68DS5 . 51200 . . [7.5.7601.17514] ..

¢ \windows\winsxs\amd64_microsoft-windows-w. .wsupdateclient-core_31hf3856ad364e35_7.
5.7601.17514_none_1f3413afcb64d10c5\wuauclt.exe

[71 2009-07-14 . 0C12A2B863FEA45598134E3R6E379F88 . 51200 . . [7.3.7600.16385] ..
¢:\windows\winsxs\amd64_microsoft-windows-w. .wsupdateclient-core_31bf3856ad364e35_7.
3.7600.16385_none_8ca5655e8bc7daedwuauclt.exe

[7] 2012-06-02 . C1CO3EA437EDDABAYDADE786ESAEG751 . 57880 . . [7.6.7600.256]
c:\windows\system32\wuauclt.exe

[7] 2013-07-04 . 9028D1621C43DF8DFBDLC76860412A11 . 633856 . . [5.82]
c:\windows\winsxs\amd64 _microsoft-windows-shell-comct132-v5_ 31bf3856ad364e35 _6.1.760
1.18201_none_97¢9d703ee91c7f1\comct132.d11
(7] 2013-07-04 . 902801621C43DF8DFBD1C76860412A11 . 633856 . . [5.82]
c:\windows\winsxs\amd64_microsoft.windows.common-controls_ 6595b64144ccf1df 5.82.7601
.18201_none_a4d3b9377117c3df\comct132.d11
{7] 2013-07-04 . 4F3CS5CE9EF9Q0E1C62B7E7EBADEBALIC? . 633856 . . [5.82]
c:\windows\winsxs\amd64_microsoft-windows-shell-comct132-v5_ 31bf3856ad364e35 6.1.760
1.22376_none_980cc5cd7e3aa05\comct132.d11
[7]1 2013-07-04 . 4F3C5CEQEF990E1CG2B7E7EBAOEBALIC? . 633856 . . [5.8
c:\windows\winsxs\amd64_microsoft.windows.common-controls 6595b64144ccf1df 5.82.7601
.22376_none_abba9bf96e3dcdl3\comct132.d11
[7] 2010-11-20 . 14DFDEAF4ESB9ED3F1FF187A86B9408C . 633856 . . [5.82]
c:\windows\winsxs\amd64_microsoft-windows-shell-comct132-v5_ 31bf3856ad364e35 6.1.760
1.17514 _none_97c2246Teed70dbb\comct132.d11
{7] 2010-131-20 . 14DFDEAF4ES89ED3FIFF187A86B9408C . 633856 . £5.82]
c:\windows\winsxs\amd64_microsoft.windows.common-controls 6595b64144ccf1df 5.82.7601
.17514_none_a4d6a923711520a%\comct132.d11
[7} 2010-11-20 . 7FAB8FDC2C2A27817FDOF624E78D3B50C . 2030080 . . [5.82]
c: \windows\winsxs\amd64_microsoft.windows.common-controls_ 6595b64144ccf1df 6.0.7601.
17514_none_Ta396087175ac9%ac\comct132.d11
[7] 2010-08-24 . BOCB1DZD5FFAG335DD94B1R531756412 . 633856 . . [5.82]
c:\windows\winsxs\amd64_microsoft-windows-shell-comcti132-v5_ 31bf3856ad364e35 6.1.760
0.20787_none_961ch3b90ac4540e\comcti32.d11
[7] 2010-08-24 . BOCRIDZDS5FFA6335DD94B1B531756412 . 633856 . . [5.82]
page 5




ComboFix
c:\windows\winsxs\amd64_microsoft.windows.common-controls_6595b64144ccfidf_5.82.7600
.20787_none_a6357652551c0c2c\comct132.dl]

[7] 2010-08-24 . 882C1c473BE598DFO8730DA11C5B2B27 . 2030080 . . [5.82] ..
¢:\windows\winsxs\amd64_microsoft.windows.common-controls_6595b64144ccfldf_6.0.7600.
20787 _none_e3967a4730ab1731\comct132.d11

[7] 2010-08-21 . BCO52EFADICACA1ADG695458629F50D99 ., 633856 . . [5.82] ..
¢:\windows\winsxs\amd64_microsoft-windows-shell-comct132-v5_31bf3856ad364e35_6.1.760
0.16661_none_95a2b509f19be458\comct132.d11

[7] 2010-08-21 . BCOS2EFAD10ACA1AD69545B629F50D99 . 633856 . . [5.82] ..
C:\windows\winsxs\amd64_microsoft.windows.common-controls_6595b64144ccfldf_5.82.7600
.16661_none_a44elfc257T685F6\comct132.d17

[7] 2010-08-21 . 113921FC4A80A3DDF6468529988836D0 . 2030080 . . [5.82] ..

¢ \windows\winsxs\amd64_microsoft.windows.common-controls_6595b64144ccfldf_6.0.7600.
16661_none_fat2ad231704eab7\comct132.d11

[7] 2009-07-14 . 7e8ABS50AB7F2F81F30DCC8A98025B73A . 633856 . . [5.82] ..

¢ \windows\winsxs\amd64_microsoft-windows-shell-comct132-v5_31bf3856ad364e35_6.1.760
0.16385_none_959110a7fla88a2i\comct132.d11

[7] 2009-07-14 . 7EBAB50AB7F2F81F30DCC8A98025B73A . 633856 . . [5.82] ..
¢:\windows\winsxs\amd64_microsoft.windows.common-controls_6595b64144ccfldf_5.82.7600
.16385_none_ad44af8ec57f961cf\comct132.d11

[7] 2009-07-14 . C093E7835C1372D6D70A6675EDAA97B5 . 2030080 . . [5.821 ..
c:\windows\winsxs\amd64_mjcrosoft.windows.common-controls_6595b64144ccfldf_6.0.7600.
16385_none_Ta645303170382f6\comct]132.d11

[71 2013-07-04 . 9028D1621C43DFBDFBD1C76860412A11 . 633856 . . [5.82]
¢:\windows\system32\comct132.d11
i?] 2009-07-14 . 1A47D52E303B7543E4E6026595895422 . 1297408 . . [2001.12.8530.16385]

&;\windows\winsxs\amd64_microsoft—windows—com—comp1us.res_31bf3856ad364e35h6.1.7600.
16385_none_88aScc7effe2dfcal\comres.dll

[7]1 2009-07-14 . 1A47D52E303B7543E4E6026595895422 . 1297408 . . [2001.12.8530.16385]
. c:\windows\system32\comres.dl11
i?] 2013-10-05 . 509D31797A4BBA3D6ED78A330B19A919 . 186880 . . [6.1.7601.22473]

¢ : \windows\winsxs\amd64_microsoft-windows-cryptsvc-d11_31bf3856ad364e35_6.1.7601.224
73_none_d46d4138cabe2596\cryptsvc.dli
(71 2013-07-09 . 434CCEBE7150CD1324C5FAAQ88D1D061 . 186880 . . [6.1.7601.22380] ..
¢ :\windows\winsxs\amd64_microsoft-windows-cryptsvc-di1_31bf3856ad364e35_6.1.7601.223
80_none_d45f6e88cac8f85b\cryptsvc.dl
[7] 2013-07-09 . 68400F211BEEBB0OA37A1EDO368776BF4 . 184320 . . [6.1.7601.18205] ..
c:\windows\winsxs\amd64_microsoft-windows-cryptsve-dl11_31bf3856ad364e35_6.1.7601.182
05_ncne_d431528fh165f7bc\cryptsve.dll
£7] 2013-05-13 . DB129C49798CBBFB2E4351D4B7B8EFIC . 184320 . . [6.1.7601.18151] ..
¢ :\windows\winsxs\amd64_microsoft-windows-cryptsve-di1_31bf3856ad364e35_6.1.7601,181
51_none_d3f73fe5b19220ee\cryptsvc.dli
[7] 2013-05-11 . 8122252F0A4ACFA92FAQCID50D18493B . 186880 . . [6.1.7601.22322] ..
c:\windows\winsxs\amd64_microsoft-windows-cryptsve-d11_31bf3856ad364e35_6.1.7601.223
22_none_d4a24ea4ca968363\cryptsvc.dli
£7] 2013-05-10 . 7FDC4626B01106A8EF328C88C7CODEE3 . 184320 . . [6.1.7601.18150] ..
c:\windows\winsxs\amd64_microsoft-windows-cryptsvc-d11_31bf3856ad364e35_6.1.7601.181
50_none_d3f6319bb1930797\cryptsvc.dll
[7] 2013-05-10 . CA13C4F92BEEG6DB48E58AB3223DDF6E . 186880 . . [6.1.7601.22321] ..
c:\windows\winsxs\amd64_microsoft-windows-cryptsvc~d11_31bf3856ad364e35_6.1.7601.223
21_none_d4ald4e5aca976a0c\cryptsvc.dll
[7] 2012-06-04 . 7E7D2DACFG65D750D466F36BD3D09AE20 . 186880 . . [6.1.7601.22010] ..
c:\windows\winsxs\amd64_microsoft-windows-cryptsvc-dl11_31bf3856ad364e35_6.1.7601.220
10_none_d4abl184aca903d4f\cryptsvc.dll
[7] 2012-06-02 . 9C01375BE382E834CC26D1B7EAF2C4FE . 184320 . . [6.1.7601.17856] ..
c:\windows\winsxs\amd64_microsoft-windows-cryptsvc-d11_31bf3856ad364e35_6.1.7601.178
56_none_d3fc6569b18d7211\cryptsvc.dlt
[7] 2012-06-02 . 456107D69D4EE850A559434F19EFEEGS . 183808 . . [6.1.7600.21225] ..
c: \windows\winsxs\amd64_microsoft-windows-cryptsvc-di1_31bf3856ad364e35_6.1.7600.212
25_none_d2beeccacdbd6c07\cryptsvc.dl]
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[7] 2012-06-02 ., BAF19B633933A9FBR4883027D66C39ESA . 182272 . . [6.1.7600.17035] ..
c:\windows\winsxs\amd64_microsoft-windows-cryptsve-d11_31bf3856ad364e35_6.1.7600.170
35_none_d22a7e2db457eb07\cryptsvc.dll

£7] 2010-11-20 . 15597B83FBE9BOS6F276ADA3ADS7DY9AF . 177152 . . [6.1.7601.17514] ..
c:\windows\winsxs\amd64_microsoft-windows-cryptsvc-d11_31bf3856ad364e35_.6.1.7601.175
14_none_d425%ed3bl6ed82a\cryptsvc.dll

[7] 2009-07-14 . 8C57411B66282C01533CB776F98AD384 . 175104 . . [6.1.7600.16385] ..
c: \windows\winsxs\amd64_microsoft-windows-cryptsvc-dl11_31bf3856ad364e35_6.1.7600.163
85_none_d1T48b0bb4805490\cryptsvc.dll

[7] 2013-07-09 . 6B400F211BEEBBOA37A1EDO368776BF4 . 184320 . ., [6.1.7600.16385]
c:\windows\system32\cryptsvc.dll
t?} 2009-07-14 . 4166F828BE4D24938977DD1746BE9RSAC . 402944 . |, [2001.12.8530.16385]

é;\windows\winsxs\amd64_microsoft—windows—c..comp1us—eventsystemﬂ31bf3856ad364e35m6.
1.7600.16385_none_68e290c46bbeabdl\es.d1]

{77 2009-07-14 . 4166F82BE4D24938977DN1746BEIB8AQ . 402944 . . [2001.12.8530.16385]
. c:\windows\system32\es.d1]
f?] 2009-07-14 . AA2COBCE85653B1A0D2E4AB407FAL76C . 167424 . . [6.1.7600.16385]

c:\w1ndows\winsxs\amd64_microsoft—windows—imm32_31bf3856ad364e35_6.1.7600.16385_ﬁéne
_b84b0fbd941c03a9\imm32.d11

[77 2009-07-14 . AAZ2CO8CEBS653B1A0DZE4AR4A07FAL76C . 167424 . . [6.1.7600,.16385]
c:\windows\system32\imm32.d11
t?] 2012-11-22 . BD5153969¢41r697E23B9A43EF9228CE . 801280 . . [1.0626.7600.17174]

&;\windows\winsxs\amd64_microsoft—windows-usp_31bf3856ad364e35_6.1.7600.17174_none_0
8f91fc3722650e0\uspl0.dil
[7] 2012-11-22 . E4ACCC7927A1478DF636534864E03666 . 801280 . . [1.0626.7601.22171]

¢ +\windows\winsxs\amd64_microsoft-windows-usp_31bf3856ad364e35_6.1.7601.22171_none_0
b661a9c886d0db&\usp10.d11
[7] 2012-11-22 . 77AD7076F8CF3CAB923F7FAEGDCOBDAS . 800768 . . [1.0626.7600.21379]

&;\windows\winsxs\amd64_microsoft-windows—usp_31bf3856ad364e35_6.1.7600.21379_none_0
987bTeb68b3f6c84\uspl0.d11
(7] 2012-11-22 . DBF99rDICAF75CAG6D042BDEDOSOFF71 . 800768 . . {1.0626.7601.18009]

= \windows\winsxs\amd64_microsoft-windows-usp_31bf3856ad364e35_6.1.7601.18009_none_0
b302f956F0F750F\usp10.d11
[7]1 2010-11-20 . 2F8B1E3EE3545D3B5A8D56FALAEO7B65 . 800256 . . [1.0626.7601.17514]

é;\windows\wénsxs\amd64mmicrosoft—windows—usp_31bf3856ad364e35_6.1.7601.17514_none_0
b207e7d6T1beabf\uspl0.d11
[7] 2009-07-14 . S5F2BDCASFAQF20A6F452CFOEE2AZB18C . 801280 . . [1.0626.7600.16385]

¢+ \windows\winsxs\amd64_microsoft-windows-usp_31bF3856ad364e35_6.1.7600.16385_none_0
8ef6abh5722d66d5\uspl0.dl]l

{71 2012-11-22 . DBF99FDICAF75CA66D042BDEDOSOFF71 . 800768 . . [1.0626.7601.18009]
. c:\windows\system32\uspl0.dil1
t?] 2013-08-29 . 786D234A80FCAC72633AE6FC52653A49 . 1162240 . . [6.1.7601.22436] ..

¢ \windows\winsxs\amdé4_microsoft-windows-kernel32_31bf3856ad364e35_6.1.7601.22436_n
one_f259cda386173c9c\kernel32.d11

[7] 2013-08-02 . C525D51A798B01342344F02E38866CF60 . 1162240 . . [6.1.7601.22411] ..
c: \windows\winsxs\amd64_microsoft-windows-kernel32_31bf3856ad364e35_6.1.7601.22411_n
one_T26a6c09860b8607\kernei32.dl

[771 2013-08-02 . D8973E71F1B35CD3F3DEA7CI2D49D0F0 . 1161216 . . [6.1.7601.182291 ..
c:\windows\winsxs\amd6d_microsoft-windows-kernel32_31bf3856ad364e35_6.1.7601.18229_n
one_T1lddffbceceectbf\kernel32.d1]

[7] 2013-07-08 . 3BE5S4D419A2962E24D35D868E4724AE7 . 1162240 . . [6.1.7601.22379] ..
c:\windows\winsxs\amd64. microsoft-windows-kernel32_31bf3856ad364e35_6.1.7601.22379_n
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one_f2318ceb8634fb3e\kernel32.d11

{7] 2013-01-04 . 9DD82BEFBD17246275EBA74D58E836AC . 1162752 . . [6.1.7600.21416] ..
¢ A\windows\winsxs\amd6d_microsoft-windows-kernel132_31bf3856ad364e35_6.1.7600.21416_n
one_f0890ca9%88e09%e80\kernel32.dl1

[7] 2013-01-04 . BB44114B247DBEF1ESE4ES3AZ82D2EGF . 1162240 . . [6.1.7601.22209] ..
c:\windows\winsxs\amd64_microsoft-windows-kernel32_31bf3856ad364e35_6.1.7601.22209_n
one_t27d3a7985fc3a80\kernel32.d11

[7] 2013-01-04 . 43DB3433F141F01E53D1C5AA0F434098 . 1161216 . . [6.1.7600.17206] ..
c:\windows\winsxs\amd64_microsoft-windows-kernel32_31bf3856ad364e35_6.1.7600.17206_n
one_f00a3dedbfbae59e\kernel32.d11

[7] 2012-11-30 . B3BEAG420D482356E53B7C728E05C637 . 1163264 . . [6.1.7601.22177] ..
c:\windows\winsxs\amd64_microsoft-windows-kernel32._31bf3856ad364e35_6.1.7601.22177_n
one_fF221888h8636ced2\kernei32.d11

[7] 2012-11-30 . E3BC37881D92EBS9EEQBA3BR54A54D1E . 1161216 . . [6.1.7600.17179] ..
c:\windows\winsxs\amd64_microsoft-windows-kernel32_31bf3856ad364e35_6.1.7600.17179_n
one_efclBde86ffOf813\kernel32.d11

17] 2012-11-30 . 65C113214F7B05820F6DBA6581485196 . 1161216 . . [6.1.7601.18015] ..
c:\windows\winsxs\amd64_microsoft-windows-kernel32_31bT3856ad364e35_6.1.7601.18015_n
one_Tledcab4bcea5424\kernel32.d11

£7] 2012-11-30 . B6BIAB98BAGSGBAIDREOCAQO3FS59DEDST . 1162752 . . [6.1.7600.21386] ..
c:\windows\winsxs\amd64_microsoft-windows-kernel32_31bf3856ad364e35_6.1.7600.21386_n
one_f03d5b4f891964f0\kernel32.d11

[7] 2012-10-04 . 1DC3504CA4C57900F1557E9A3F01D272 . 1161216 . . [6.1.7601.17965] ..
c:\windows\winsxs\amd64_microsoft-windows-kernel132_31bf3856ad364e35_6.1.7601.17965_n
one_flaee2f66d12ac97\kernel32.d11

[71 2012-10-04 . F3C594DODA3ACFAGCTB781A490AB4282 . 1162240 . . [6.1.7601.22125] ..
c:\windows\winsxs\amd64_microsoft-windows-kernel32_31bf3856ad364e35_6.1.7601.22125_n
one_T263979386100Fd\kernel32.d11

[7] 2012-10-04 . 1DDCACAB8DAS399E5521051923016818 . 1161216 . . [6.1.7600.17135] ..
¢:\windows\winsxs\amd64_microsoft-windows-kernel32_31bf3856ad364e35_6.1.7600.17135_n
one_efe8cbf06fd422¥3\kernel32.d11

(7] 2012-10-04 . 6EEDOD77C20137948979EA47360A8908 . 1162752 . . [6.1.7600.21335] ..
c:\windows\winsxs\amd64_microsoft-windows~kernel32_31bf3856ad364e35_6.1.7600.21335_n
one_f0726aal88flibfed\kernel32.d11

[7]1 2010-11-20 . 7A6326D96D53048FDEC542DF23D875A0 . 1161216 . . [6.1.7601.175147% ..
c:\windows\winsxs\amd64_microsoft-windows-kernel32_31bf3856ad364e35_6.1.7601.17514_n
one_fle3eablbcebl2ef\kernel32.d11

{7] 2009-07-14 . 5B4B379AD10DEDA4EDAOLR8C6961B193 . 1162240 . . [6.1.7600.163857 ..
c:\windows\winsxs\amd64_microsoft-windows-kernel32_31bf3856ad364e35_6.1.7600.16385_n
one_efh2d6e86ffc8f55\kernel32.d11

[71 2013-08-02 . D8973E71F1B35CD3F3DEA7C12D49DOF0 . 1161216 . . [6.1.7601.18015]
c:\windows\system32\kernel32.d11
t?] 2009-07-14 . AOA65D306A5490D2EBSE7DEG6898ECFD . 29696 . . [6.1.7600.16385]

c:\windows\winsxs\amd64_mijcrosoft-windows-Tinkinfo_31bf3856ad364e35.6.1.7600.16385_n
one_945a23c3bf051859\1inkinfo.d11

[7] 2009-07-14 . ADA65D306A5490D2EBBE7DEGGSO8ECFD . 29696 . . [6.1.7600.16385]
c:\windows\system32\linkinfo.dl1

f?} 2013-06-06 . 796B4/A4B82EF1C39F13435B88834C48 . 41472 .

. [6.1.7601.18177]
c:\windows\winsxs\amd64_microsoft-windows-gdi_31bf3856ad364e35_6.
6

.7601.18177_none_0

.7601.22350] ..
.7601.22350_none_0

7bb20dd7154003d\1pk.d11
{71 2013-06-06 . 22FCGIBBE1EFBAZ296FF416C3678E26DD3 . 41472 . . .
c:\windows\winsxs\amd64_microsoft-windows-gdi_31bf3856ad364e35_6.
8535d608a67b3eb\1pk.d11
(7] 2012-12-16 . B3BBF2634A38B344B27AC080D76B28C2 . 41472 . . [6.
c:\windows\winsxs\amd64_microsoft-windows-gdi_31bf3856ad364e35_6.
6a50ea48d16f1d1\1pk.dl1
[71 2009-07-14 . D202223587518B13D72D68937B7E3F70 . 41984 . . [6.
c:\windows\winsxs\amd64_microsoft-windows-gdi_31bf3856ad364e35_6.
5¢80al1t74376313\1pk.d11}
[7] 2009-07-14 . D202223587518B13D72D68937B7E3F70 . 41984 . . [6.
c:\windows\winsxs\amd64_microsoft-windows-gdi_31bf3856ad364e35_6.
page 8

.7600.214027 ..
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.7600.16385] ..
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61b8a877319358d\Ipk.d11

[7] 2009-07-14 . p202223587518813D72D6GBY37B7E3F70 . 41984 . . [6.1.7600.16385] ..

c: \windows\winsxs\amd64_microsoft-windows-gdi_31hf3856ad364e35_6.1.7600.16444_none_0
5F24b6b7417d7 FF\1pk.d11

{71 2009-07-14 . D202223587518B13D72D68937B7E3F70 . 41984 . ., [6.1.7600.16385] ..
c:\windows\winsxs\amd64_microsoft-windows-gdi_31bf3856ad364e35_6.1.7600.17194_none_0
5bcif55744085e0\1pk.d11

[7] 2009-07-14 . D202223587518B13D72D68937B7E3F70 . 41984 . . [6.1.7600.16385] ..
c:\windows\winsxs\amd64_microsoft-windows-gdi_31bf3856ad364e35_6.1.7600.20498_none_0
649d7dc8d5a6bb3\pk.dl1

[7] 2009-07-14 . D202223587518B13D72D68937B7E3F70 . 41984 . . [6.1.7600.16385] ..
c:\windows\winsxs\amd64_microsoft-windows-gdi_31bf3856ad364e35_6.1.7600.20553_none_0
67018008d3e7a63\1pk.d11

(771 2009-07-14 ., D202223587518813D72D6B937B7E3F70 . 41984 . . [6.1.7600.16385] ..
c:\windows\winsxs\amd64_microsoft-windows-gdi_31b¥3856ad364e35_6.1.7601.17514_none_{
7T91de77125e78d\1pk.d11

{71 2009-07-14 . D202223587518B13D72D6893787E3F70 . 41984 . , [6.1.7600.16385] ..

¢ \windows\winsxs\amd64_microsoft-windows-gdi_31bf3856ad364e35_6.1.7601.18032_none_0
7e15d357138149f\1pk.d11

F71 2009-07-14 . D202223587518813D72D06893787E3F70 . 41984 . . [6.1.7600.16385] ..
c:\windows\winsxs\amd64_microsoft-windows-gdi_31bf3856ad364e35_6.1.7601.22195_none_0
82d1b568a83a814\1pk.d11

[7] 2013-06-06 . 796B47A4B82EF1C39F13435B88834c48 . 41472 . . [6.1.7601.18177]
c:\windows\system32\1pk.d11

[7] 2009-07-14 . 3B367397320C26DBA8908260F80D1B18 . 424448 . . [6.1.7600.16385]

c:\windows\winsxs\amd64_microsoft-windows-i..ectionsharingconfig_31bf3856ad364e35_6.
1.7600.16385_none_0c2b375baeda8d38\hnetctg.d11

[7]1 2009-07-14 . 3B367397320C26DBAB90BZ260F80D1B1B . 424448 . . [6.1.7600.16385]
c:\windows\system32\hnetcfg.d11
f?] 2014-03-01 . 4E0709D9BBO951ADLIC22E4FF519890839 . 23133696 . . [11.00.9600.16428]

&;\windows\winsxs\amd64_microsoft—windows—ie—htm1rendering_31bf3856ad364e35_11.2.960
0.16521_none_f58Ff536373F154c\mshtml.d11
[7] 2014-02-06 . DO16FS5092E4FFC41147E8555A71D2DDE . 23170048 . . [11.00.9600.16428]

&;\windows\winsxs\amd64_m1crosoft—windows—ie—htm}rendering_31bf3856ad364e35_11.2.960
0.16518_none_T58e55743740af5¢c\mshtm1.d11
[7] 2013-12-03 . D233E1A32CEGAFYIBCODEIBCA4AFEBZA . 23212032 . . [11.00.9600.16428]

¢ \wi ndows\winsxs\amd64_microsoft-windows-ie-htm]rendering_31bf3856ad364e35_11.2.960
0.16428_none_f59%9a25aa3737acc2\mshtml.di1
[7] 2013-11-26 . 16BOA65F52531B769B891DC251ECC6CO . 23183360 . . [11.00.9600.16428]

éE\windows\winsxs\amd64_m1crosoft~windowsMie~htm1rendering_31bf3856ad364e35_11.2.960
0.16476_none_159154ac3732F833\mshtml.d11
[77 2013-10-12 . 25C356A79B7002E0A20AAFS92EDSIDE4 . 19269632 . . [10.00.9200.16736]

éE\windows\winsxs\amd64_m1crosoft—windows—ie—htm1renderingm31bf3856ad364e35m10.2.920
0.16736_none_91079aba%2aceadd\mshtml.d11
[771 2013-10-12 . BEDO1C981AASD47941F6BAF30BGFELIZC . 19510784 . . [10.00.9200.20848]

&;\windows\winsxs\amd64_microsoft—windows—ie—htm1rendering_31bf3856ad364e35_10.2.920
0.20848_none_7a2ff6ecac5bb27c\mshtml.dll
£7] 2013-09-22 . 9958430CE5BFC43D693D6138C31788CC . 19494912 . . [10.00.9200.20831]

é;\windows\winsxs\amd64_m1crosoft—windows—ie—htm1rendering_31bf3856ad364e35_10.2.920
0.20831_none_7a2t96laac5besbe\mshtml.d11
[7] 2013-09-22 . FO26C6F104758D0EB215B017016FAE27 . 19252224 . . [10.00.9200.16721]

E;\windows\winsxs\amd64_microsoft—windows—ie—htm]rendering_31bf3856ad364e35_10.2.920
0.16721_none_91070c5892ad50cI\mshtml.d11
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[7] 2013-08-10 . CCAAE7E2ECAEE7612B3C0D3AR302375C . 19246592 . . [10.00.9200.16686]

é;\windows\winsxs\amd64_m1crosoft—w1ndows~1e-htm1rendering_31bf3856ad364e35_10.2.920
0.16686_none_91176c1892a04cff\mshtml.dl1
[7] 2013-08-10 . C2793FDC1EDBB2635C538630FE192CCY . 19488768 . . [10.00.9200.20794]

é;\windows\winsxs\amd64_microsoft—windows—ie—htm1rendering_31bf3856ad364e35_10.2.920
0.20794_none_7ad40236aac4eaecha\mshtml.d11
[7] 2013-07-26 . 396889142BD839DBBA0SSA0BEQOAD2F79 . 19239424 . . [10.00.9200.16660]

&;\windows\winsxs\amd64mmicrosoft—windows—ie—htm1rendering_3lbf3856ad364e35_10.2.920
0.16660_none_9115¥43492a1808b\mshtml.d11
[71 2013-07-26 . 86G5EB4EG9DAF2DEOS2EBDOZ20F4F7D313 . 19482112 . . [10.00.9200.20768]

é;\windows\winsxs\amd64_microsoft—windows-ie—htm]renderéng_3lbf3856ad364e35_10.2.920
0.20768_none_7a3cc76cac51c933MNmshtml.d11
[7] 2013-07-13 . 9586EC4E1CC39CCBA26ASE7DFE774C9E . 19238912 . . {10.00.9200.16635]

&;\windows\winsxs\amd64_m1crosoftnwindows—ie—htmlrendering_31bf3856ad364e35_1o.2.920
0.16635_none_9112816e9%2a4b4ab\mshtml.d11
[7] 2013-07-10 . 34426D52FBA4F3E31739DBR40D2601AD . 17829376 . . [9.00.8112.16496]

c:\windows\winsxs\amd64_microsoft-windows-ie-htmlrendering_31bf3856ad364e35_9.4.8112
.16496_none_87%aa2dbf5018011\mshtml.d11

[7] 2013-03-04 . 23FF9EA25842DB24427A7993CC192D8BF . 9382400 . . [8.00.7600.21484] ..
c:\windows\winsxs\amd64_microsoft-windows-ie-htmlrendering_31bf3856ad364e35_8.0.7600
.21484_none_8a7adl133chbfblasd\mshtm].dl1

[7] 2013-03-02 . 7C91A589EC32A0D183D9BDA19D45274F . 9059328 . . [8.00.7601.18106] ..
c:\Wwindows\winsxs\amd64_microsoft-windows-ie-htmlrendering_31bf3856ad364e35_8.0.7601
.18106_none_8c301162afcl399c\mshtml.di1

[7] 2013-03-02 . 633B37E7ABB4DFESEQA95173A9C33938F . 9377280 . . [8.00.7600.17267] ..
c:\windows\winsxs\amd64_microsoft-windows-ie-htmlrendering_31hf3856ad364e35_8.0.7600
.17267_none_8a09d338b2ca9186\mshtm] .d11

[7] 2013-03-02 . 01A3EEQDBBG6FD44D7EOBFC7269F18405 . 9061888 . . [8.00.7601.22272] ..
c:\windows\winsxs\amd64_microsoft-windows-ie-htmlrendering_31bf3856ad364e35_8.0.7601
.22272_none_8c69fd91c91b37al\mshtmi.d11

[7] 2010-11-20 . 1cB8BR787BAA52DEADIAGFEC1502D652F0 . 8988160 . . [8.00.7601.17514] ..
c:\windows\winsxs\amd64_microsoft-windows-ie-htmlrendering_31bf3856ad364e35_8.0.7601
.17514_none_8c235t42atcatdda\mshtml.d11

[7] 2009-07-14 . 12C3F25EAS578DAA752024E1918D59313 . 9271296 . . [8.00.7600.16385] ..
c:\windows\winsxs\amd64_microsoft-windows-ie-htmirendering._31bf3856ad364e35_8.0.7600
.16385_none_89t24b7ab2dc7a40\mshtml.d1

(7] 2014-03-01 . 4E0709Dp9BRO51ADICZ22E4FF519890839 . 23133696 . . [11.00.9600.16428]

. c:\windows\system32\mshtml.d11

{7] 2011-12-16 . C391FC68282A000CDF953F8B6B55D2EF . 634880 . .
c:\windows\winsxs\amd64_microsoft-windows-msvcrt_31bf3856ad364e
e_2T5act97b59dfe0\msvcrt.dl1

[7] 2011-12-16 . 579F6AFCGAGB561951FA2202EFC3FE485 . 634368 . .
c: \windows\winsxs\amd64_microsoft-windows-msvcrt_31bf3856ad36de
e_2d7b4155b87308d6\msvert.dl]

[7.0.7601.17744]
3
[
3
[7] 2011-12-16 . F9A4C695C86CC32048FE2CI87A0BD387 . 634880 . . [
3
[
3
[
3

1.7601.17744_non

7600.16930] ..
1.7600.16930_non

7.0.

5_6.

7.0,

5.6.
7.0.7601.218787 ..
¢ \windows\winsxs\amdéd_microsoft-windows-msvcrt_31b+3856ad364e35_6.1.7601.21878_non
e_2fc7fdcbcedD4t08\msvert.dl]

[7] 2011-12-16 . 7D8B505E35AB89D3C3E9AES4A2CO5DD2 . 634880 . . [7.0.

¢ \windows\winsxs\amd64_microsoft-windows-msvcrt_31bf3856ad364e35_6.
e_2e2d2856d17152¢c7\msvert.dll

[7] 2009-07-14 . 7319BB10OFALF86E49E3DCF4136F6C957 . 634880 . . [7.0.

c: \windows\winsxs\amd64_microsoft-windows-msvcrt_31bf3856ad364e35_6.
e_2d4az7c7b8972454\msvert.dl

[7] 2011-12-16 . C391rC68282A000CDF953F8B6GBS5D2EF . 634880 . . [7.0.
c:\windows\system32\msvcrt.dil

7600.21108] ..
1.7600.21108 _non

7600.16385] ..
1.7600.16385_non

7601.17744]
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[7] 2013-09-08 . 9A9F9F1A77D6A8OEE28B57664F00013E . 327168 . . [6.1.7601,18254] ..
c:\windows\winsxs\amd64_microsoft-windows-w. .-infrastructure-hsp_31bf3856ad364e35 6.
1.7601.18254_none_164e004b440bdabf\mswsock.dl
[7] 2013-09-07 . BDDB1FDZ58B92DEEQOF222D3304B5D9C . 327168 . . [6.1.7601.22444] ..
c:\windows\winsxs\amd64_microsoft-windows-w. .-infrastructure-hsp_31bf3856ad364e35_6.
1.7601.22444_none_16e26ee85d215bbf\mswsock.d1]
[77 2010-11-20 . 1D5185A4C7E6695431AEABS5C3D7D333 . 326144 . . [6.1.7601.17514] ..
c:\windows\winsxs\amd64_microsoft-windows-w..-infrastructure-bsp_31bf3856ad364e35_6.
1.7601.17514_none_16795¢c7543eb48cf\mswsock.di1
{71 2009-07-14 . FC76FE3ClE1FDB761244DAF74EF560FD . 320000 . . [6.1.7600.16385]1 ..
c:\windows\winsxs\amd64_microsoft-windows-w. .-infrastructure-bsp_31bf3856ad364e35_6.
1.7600.16385_none_144848ad46fcc535\mswsock.d11

[71 2013-09-08 . 9A9F9F1A77DOABOEEZ28B57664F00013E . 327168 . . [6.1.7600.16385]
c:\windows\system32\mswsock.d11
t?] 2010-11-20 . AA339DD8BB128EF66660DFRRE59043D3 . 695808 . . [6.1.7600.16385]

c:\windows\winsxs\amd64_microsoft-windows-security-netlogon_31bf3856ad364e35_6.1.760
1.17514_none_5Shddbcb24e997298\netTogon.d1]

[7] 2009-07-14 . 956D030D375F207B22FB111EOGEF9C35 . 692736 . . [6.1.7600.16385] ..
c: \windows\winsxs\amd64_microsoft-windows-security-netlogon_31bf3856ad364e35_6.1.760
0.16385_none_5%aca8ea5laaeefe\netlogon.dl]

[7] 2010~-11-20 . AA339DD8BB128EF6G6660DFBBR59043D3 . 695808 . . [6.1.7600.16385]
c:\windows\system32\netlogon.dl]
t?] 2009-07-14 . 716175021BDAZ220504CE434273F666BC . 167424 . . [6.1.7600.16385]

c:\windows\winsxs\amd64umicrosoft—windows—userpowermanagementu31bf3856ad364e35_6:i.?
600.16385_none_f{0e900816896618\powrprof.dl]

[7] 2009-07-14 . 716175021BDA290504CE434273F666GBC . 167424 . . [6.1.7600.16385]
c:\windows\system32\powrprof.dl]
t?] 2010-11-20 . ED78427259134C63ED69804D2132B86C . 232960 . . [6.1.7601.17514]

c:\windows\winsxs\amd64_microsoft-windows-s..urationengineclient_31bf3856ad364e35_6.
1.7601.17514_none_9633e7caefbat®53\scecli.dll

F7] 2009-07-14 . 398712DDDAEFB8SEDFOIDFGAQN7RGS5C79 . 232448 . . {6.1.7600.16385] ..
c:\windows\winsxs\amd64_microsoft-windows-s. .urationengineclient_31bf3856ad364e35_6.
1.7600.16385_none_9402d402f2cc75b9\scecli.dil

i7] 2010-11-20 . ED78427259134C63ED69804D21328B86C . 232960 . . [6.1.7600.16385]
c:\windows\system32\scecli.dll
f?] 2009-07-14 . c6DCDIDI1EDGB27F05C00773C3E7053¢C . 3072 . . [6.1.7600.16385]

c:\windows\winsxs\amd64_microsoftwwindow5"sfc_31bf3856ad364e35_6.1.7600.16385_66nem0
32ab4f375e2aclf\sfc.dll

£7]1 2009-07-14 . C6DCDID11EDG827F05C00773C3E7053C . 3072 . . [6.1.7600.16385]
c:\windows\system32\sfc.dl1
E7] 2009-07-14 . C78655BC80301D76ED4FEFLICLIEA40A7D . 27136 . . [6.1.7600.16385]

c:\windows\winsxs\amd64_microsoft-windows-services-svchost_31bf3856ad364e35.6. 1.7600
.16385_none_11b04b48lefec48c\svchost.exe

[7} 2009-07-14 . C78655BCBO301D76ED4FEFICLEA4D0A7D . 27136 . . [6.1.7600.16385]
C:\windows\system32\svchost.exe
f?} 2010-11-20 . 40F0849r65D13EE87BIASAE3CIDD6823 . 316928 . . [6.1.7601.17514]

c:\windows\winsxs\amd64_microsoft-windows-tapiservice_31bf3856ad364e35,.6.1.7601.1751
4 none_4162dedafb9222c0\tapisrv.dl]l
[7] 2009-07-14 . 884264AC597B690C5707C89723BR8E7B . 316416 . . [6.1.7600.16385] ..
c:\windows\winsxs\amd64_microsoft-windows-tapiservice_31bf3856ad364e35_6.1.7600.1638
5_none_3f31caB2fea39f26\tapisrv.dll

(71 2010-11-20 . 40F0849F65D13EEB7B9ASAE3CIDD6823 . 316928 . . [6.1.7600.16385]
c:\windows\system3z2\tapisrv.dll
E?] 2010-11-20 . FE70103391A64039A921DBEFFIC7ABIE . 1008128 . . [6.1.7601.17514]

c:\windows\winsxs\amd64_microsoft~windows—user32_3lbf38563d364e35_6.1.7601.17514_ﬁén
e_2b5e71b083Tc0973\user3z2.dil
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[71 2009-07-14 . 72D7B3EA16946E8FOCF7458150031cce . 1008640 . . [6.1.7600.16385] ..
c:\windows\winsxs\amd64_microsoft-windows-user32_31bf3856ad364e35_6.1.7600.16385_non
e_292d5de8870d85d9\user32.d11

[7] 2010-11-20 . FE70103391A64039A921DBFFFOC7AB1B . 1008128 . . [6.1.7601.17514]
c:\windows\system32\user32.dll
E?] 2010-11-20 . BAFEB4E637BF7388CI96EF48D4D3FDD53 . 30720 . . [6.1.7600.16385]

c:\windows\winsxs\amd6d4_microsoft-windows-userinit_31bf3856ad364e35_6.1.7601.17514_n
ohe_3adehfB84e841824c\userinit.exe

(7] 2009-07-14 . 6F8F1376A13114CCl0OCOEG9274F5A4DE . 30208 . . [6.1.7600.16385] ..
c:\windows\winsxs\amd64_microsoft-windows-userinit_31bf3856ad364e35_6.1.7600.16385_n
one_381dabbcebhb6Gfeb2\userinit.exe

{71 2010-11-20 . BAFEB4F637BF7388CI96EF48D4D3FDD53 . 30720 . . [6.1.7600.16385]
c:\windows\system32\userinit.exe
E?} 2014-03-01 . DF79CE9BQ50C62677D232154E93A81Cc7 . 2334208 . . [11.00.9600.16521]

&;\windows\winsxs\amd64_microsoftnwindows—i..toco1imp]ementati0n_31bf3856ad364e35_11
.2.9600.16521_none_e435d617boeBaclbr\wininet.dl11
[71 2014-02-06 . 263B6E451526A%0FF8B1CEC759F22956 . 2334208 . . [11.00.9600,16518]

&E\windows\winsxs\amd64_m1crosoft—windows—i..toco11mp1ementation_31bf3856ad364e35_11
.2.9600.16518_none_e4343655bbead626\wininet.dl]
[7] 2013-12-03 . E6CB3GB8S5BE59095337427E853A5B65A . 2332160 . . [11.00.9600.16428]

¢ :\windows\winsxs\amd64_microsoft-windows-1i. .tocolimplementation_31bf3856ad364e35_11
.2.9600.16428_none_e440068bb6el1438c\wininet.d11
[7] 2013-11-26 . 9B6678DBIC6A232C5A84D2FDFFF8BOEL . 2334208 . . [11.00.9600.16476]

é;\windows\winsxs\amd64_microsoft—windows—i..toco1impiementation_31bf3856ad364e35_11
.2.9600.16476_none_ed445358db6dcBefd\wininet.dl11
{71 2013-10-12 . 9706C99DAEBE3FEACB11B239617E98C4 . 2241536 . . [10.00.9200.16736]

&E\windows\winsxs\amd64_microsoft—windows—i..toco1imp1ementation_31bf3856ad364e35_10
.2.9200.16736_none_7fad7b9c12568107\wininet.d11
[7] 2013-10-12 . 7E7F32C588DA6A4554046804DREEACSS . 2249216 . . [10.00.9200.20848]

&;\windows\winsxs\amd64_microsoft~windows—i..toco?imp1ementati0n_31bf3856ad364e35_10
.2.9200,20848_none_68d5d7ce2c054946\wininet.d11
[7] 2013-09-22 . 1377A310439639A610097ED56975AE19 , 2248704 . . [10.00.9200.20830]

ég\windows\winsxs\amd64mm1crosoft—windows-i..toco11mp1ementation_31bf3856ad364e35_10
.2.9200.20831_none_68d576Tc2c057c88\wininet.d11
[71 2013-09-22 . D28B35DESSD27EFB27DFAB1ER319E3CO . 2241024 . . [10.00.9200.16720]

&;\wéndows\winsxs\amd64_microsoft—windows—i..toco}imp1ementationm3lbf3856ad364e35_10
.2.9200.16721 _none_7faced3alz56e78b\wininet.d1]
[7] 2013-08-10 . AAFA952E774DDDBOO56D3BDFAESBSB99 . 2241024 . . [10.00.9200.16686]

é;\windows\winsxs\amd64_microsoftwwindows—i..tocoTimp1ementation_31bf3856ad364e35_10
.2.9200.16686_none_7fbd4cfalz49e3cO\wininet.dll
[7} 2013-08-10 . QA3BOCBE396975463E3F643EBSBAESBDF . 2248704 . . [10.00.9200.20794]

éE\windows\winsxs\amd64_microsoft—windows—i..toc011mp1ementation_31bf3856ad364e35_10
.2.9200.2079%4_none_68e6044c2bT84584\wininet.d11
[7] 2013-07-26 . AC155DD9BD1EGD3R740826AADIC6BAAE . 2241024 . . [10.00.9200.16660]

&E\windows\winsxs\amd64_microsoft—w1ndows—i..toco1imp1ementation_3lbf3856ad364e35m10
.2.9200.16660_none_7tbbd516124b1755\wininet.d1]
[7] 2013-07-26 . 5C49F5A791B944AD8247473ABD35602D0 . 2248704 . . [10.00.9200.20768]

é;\windows\winsxs\amd64mm1crosoft—windows~i..toco1imp1ementation_31bf3856ad364e35_10
.2.9200.20768_none_68e2a84e2bfb6003\wininet.dl]1
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[7] 2013-07-13 . FAFGECZ2460ADSFBBD3BDBEIAEZ28BODY7 . 2241024 . . [10.00.9200.16635]

c:\windows\winsxs\amd64_microsoft-windows-1i..tocolimplementation_31hf3856ad364e35_10
.2.9200.16635_none_7fb86250124edb75\wininet.dl1

[7]1 2013-07-10 . 5536F6E7B74DA37D3EDBBS0O9DESCE3F5 . 1392128 . . [9.00.8112.16496]
c:\windows\winsxs\amd64_microsoft-windows-1i..tocolimplementation_31bf3856ad364e35_9.
4.8112.16496_none_764083bd74ablodb\wininet.d11

[7] 2013-03-04 . 3BD77CF56FF4B03BA390379F67259258 . 1198080 . . [8.00.7600.21484] ..
c: \windows\winsxs\amd64_microsoft-windows-1i..tocolimplementation_31bf3856ad364e35_8.
0.7600,21484_none_7920b2154ba4blle\wininet. d11

[7]1 2013-03-02 . 9E7687984107C81B859200C9BD570AFF . 1188864 . . [8.00.7601.18106]

c: \windows\winsxs\amd64_microsoft-windows-1i..tocolimplementation_31bf3856ad364e35_8.
0.7601.18106_none_7ad5f2442f6ad06e\wininet.d1]

[7] 2013-03-02 . 8523338F749AC8C5300C1258C4B08275 . 1198080 . . [8.00.7600.17267] ..
c: \Wwindows\winsxs\amd64_microsoft-windows-1i..tocolimplementation_31bf3856ad364e35_8.
0.7600,17267_none_78ath41a32742850\wininet. dl1

[71 2013-03-02 . 6E8A768CEAL7C6542E3031812745AC3F . 1189888 . . [8.00.7601.22272]

c: \windows\winsxs\amdb64_microsoft-windows-1i..tocolimplementation_31bT3856ad364e35_8.
0.7601.22272_none_7b0fde7348c4cebb\wininet.dll

{77 2010-12-21 . E71DB117DBDAGB33646F37936C17D226 . 1197056 . . [8.00.7600.16723] ..
c:\windows\winsxs\amd64_microsoft-windows-i..tocolimplementation_31bf3856ad364e35_8.
0.7600.16723_none_78d712e832572b52\wininet.dl1

[7] 2010-12-21 . 1D3466E7E9D63F8B2B84A8ADSES33C29 . 1198080 . . [8.00.7600.20862]
c:\windows\winsxs\amd64_microsoft-windows-i..tocolimplementation_31bf3856ad364e35_8.
0.7600.20862_none_79346th94b96218%"\wininet.d11

i7] 2010-11-20 . F6C5302E1F4813D552F41A0AC82455E5 . 1188864 . . [8.00.7601.17514] ..
¢ \windows\winsxs\amd64_microsoft-windows-i..tocolimplementation_31bf3856ad364e35_8.
0.7601.17514_none_7ac940242f74%4a4\wininet.d11

[7] 2009-07-14 . B1037F0131C9A010D611F6914E03CD92 . 1193472 . . [8.00.7600.16385] ..
c:\windows\winsxs\amd64_microsoft-windows-1i..tocoTimplementation_31bf3856ad364e35_8.
0.7600.16385_none_78982¢5¢3286110a\wininet.d11

[7] 2014-03-01 . DF79CE98950C62677D232154E93A81C7 . 2334208 . . [11.00.9600.16428]
. c:\windows\system32\wininet.d11
t?] 2010-11-20 . 4BBFA57F594F7E8A8EDCBF377184C3F0 . 297984 . . [6.1.7600.16385]

¢ \windows\winsxs\amd64_microsoft-windows-w. .nfrastructure-ws232_31bf3856ad364e35_6.
1.7601.17514_none_50ddb631e4t59005\ws2_32.d11

[7] 2009-07-14 . 7083F463788CB34FCC42F565D56F89E8 . 296448 . . [6.1.7600.16385] ..
c:\windows\winsxs\amd64_microsoft-windows-w. .nfrastructure-ws232_31bf3856ad364e35_6.
1.7600.16385_none_4eaca269e8070cbb\ws2_32.d11

[7] 2010-11-20 . 4BBFAS7F594F7EBABEDCBF377184C3F0 . 297984 . . [6.1.7600.16385]
c:\windows\system32\ws2_32.d11
i?] 2009-07-14 . 8396C6C26AADDFE4590CCEFOF41986B7 . 4608 . . [6.1.7600.16385]

c:\windows\winsxs\amd64_microsoft—windows—w..nfrastructure—other_31bf3856ad364é§5_6.
1.7600.16385_none_6079f415110c0210\ws2help.d1]

[7] 2009-07-14 . 8396CHC26AADDFE4590CCEFOF41986B7 . 4608 . . [6.1.7600.16385]
c:\windows\system32\ws2help.d11
t?] 2010-11-20 . 6C60BSACA7442EFB794082CDACFCO01C . 2086912 . . [6.1.7601.17514]

¢ \windows\winsxs\amd64_microsoft-windows-com-base-gfe-01e32_31bf3856ad364e35_6.1.76
01.17514_none_0a43acchb08f0eac5\ole32.d11
[7] 2010-06-29 . AC8F79017C5C1FB31693CEDEADOAF517 . 2085376 . . [6.1.7600.16624] ..
c: \windows\winsxs\amd64_microsoft-windows-com-base-gfe-ole32_31hf3856ad364e35_6.1.76
00.16624_none_08527df30bd29da3\ole32.d11
[71 2010-06-29 . 49401892E8305914A9E7F64C7000D6AG6 . 2085376 . . [6.1.7600.207447] ..
¢ \Wwindows\winsxs\amd64_microsoft-windows-com-base-qfe-o0le32_31hf3856ad364e35_6.1.76
00.20744_none_08cbh7aeb62500754\ole32.d11
[7] 2009-07-14 . 4B2S5DDEG1S5AC2CABAB73169CA7DA9GEG . 2084352 . . [6.1.7600.16385] ..
c:\windows\winsxs\amd64_microsoft-windows-com-base-qfe-ole32_31bf3856ad364e35._6.1.76
00.16385_none_081299030c02672b\o1e32.d11
[71 2010-11-20 . 6C60OBSACA7442EFBR794082CDACFCO01C . 2086912 . . [6.1.7600.16385]
c:\windows\system32\ole32.d}1
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Combolix

t?] 2009-07-14 . 86FE1B1F8FD42CDODB641ABICDB13093 . 18944 . . [6.1.7600.16385] ..
c: \windows\winsxs\amd64_microsoft-windows-cngaudit-d11_31bT3856ad364e35_6.1.7600.163
85_none_4458dcccd49458461\cngaudit.dll

[7]1 2009-07-14 . 86FE1B1F8FD42CD0DB641AB1CDB13093 . 18944 . . [6.1.7600.16385]
c:\windows\system32\cngaudit.dll
t?] 2009-07-14 . 94355C28¢1970635A31B3FES2EB7CEBA . 129024 . . [6.1.7600.16385]

c:\windows\winsxs\amd64_microsoft—windows—wininit_31bf3856ad364e35_6.1.7600.1638§;no
ne_8ce7aa761e0lad49\wininit.exe

(7] 2009-07-14 . 94355C28C1970635A31B3FE52ERB7CEBA . 129024 . . [6.1.7600.16385]
c:\windows\system32\wininit.exe
i?] 2009-07-14 . 42B6A94DD747DF2B5F628A2752E62A98 . 9728 . . [6.1.7600.16385]

c:\windows\winsxs\amd64_microsoft-windows-t..cesframework-ctfmon_31bf3856ad364e35_6.
1.7600.16385_none_f9257e7aaa4290ce\ctfmon.exe

[7]1 2009-07-14 . 42B6A94DD747DF2B5F628A2752E62A98 . 9728 . . [6.1.7600.16385]
c:\windows\system32\ctfimon.exe

[7] 2010-11-20 . AAF932B4011D14052955D4B212A4DA8D . 370688 . . [6.1.7600.16385] ..

¢ \windows\winsxs\amd64_microsoft-windows-shsvcs_31bf3856ad364e35_6.1.7601.17514_non
e_2b566299338d2123\shsvcs.d11

[7] 2009-07-14 . 0298AC4SDOEFFFB2DB4BAA7DD186E7BF . 369664 . . [6.1.7600.16385] ..
c:\windows\winsxs\amd64_microsoft-windows-shsvcs_31bf3856ad364e35_6.1.7600.16385_non
e_29254ed1369e9d82%\shsvcs.d11

[7] 2010-11-20 . AAF932B4011D14052955D4B212A4DABD . 370688 . . [6.1.7600.16385]
c:\windows\system32\shsvcs.d11

i?] 2009-07-14 . E4D94F24081440B5FC5AAS556C7C62702 . 159232 . . [6.1.7600.16385]
c: \windows\winsxs\amd64_microsoft-windows-remoteregistry-service_31bf3856ad364e35_6.
1.7600.16385_none_e55af7609d2857a8\regsvc.d11

[7] 2009-07-14 . E4D94F24081440B5FC5AA556C7C62702 . 159232 . . 16.1.7600.16385]
c:\windows\system32\regsvc.dll
t7} 2010-11-20 . 262F6592C3299C005FD6BECIOFCA463A . 1110016 , . [6.1.7600.16385]

c: \windows\winsxs\amd64_microsoft-windows-taskscheduler-service_31bf3856ad364e35_6.1
.7601.17514_none_8d272400ada202f9\schedsvc.d11l

[7] 2010-11-02 . 5269A787C24D968D291B22F7ED4955B1 . 1114624 . . [6.1.7600.16385)] ..
¢ \windows\winsxs\amd64_microsoft-windows-taskscheduler-service_31bfT3856ad364e35_6.1
.7600.20830_none_8bb0c2c5c%ad095d\schedsve.dl]

[7] 2010-11-02 . 624DOF5FF99428BRBI0A5SB8A4123E918E . 1114624 . . [6.1.7600.16385]

¢: \windows\winsxs\amd64_microsoft-windows-taskscheduler-service_31bf3856ad364e35_6.1
.7600.16699_none_8aet4726b0b7f821\schedsvc.dll

[7] 2009-07-14 . EC56B171F85C7E855E7B0OS88ACS03EEA . 1104384 . . [6.1.7600.16385] ..
¢ \windows\winsxs\amd64_microsoft-windows-taskscheduler-service_31bf3856ad364e35_6.1
.7600.16385_none_8af61038b0b37f5f\schedsvc.dl1

[7] 2010-11-20 . 262E6592C3299C005FD6BECI0FC4463A . 1110016 . . [6.1.7600.16385]
c:\windows\system32\schedsvc.dl1
t?] 2009-07-14 . 51B52FBD583CDESAAOBAG2BSB4298F33 . 193024 . . [6.1.7600.16385]

c:\windows\winsxs\amd64_m1crosoft—windows~upnpssdp_31bf3856ad364e35_6.1.7600.163é§un
one_dbbe6492eaed505c\ssdpsrv.dl]

[7] 2009-07-14 . 51B52FBD583CDESBAAIBAGZB8R4298F33 . 193024 . . [6.1.7600.16385]
c:\windows\system32\ssdpsrv.dll
E?] 2010-11-20 . 2E648163254233755035B46D0D7889123 . 680960 . . [6.1.7601.17514]

¢ \windows\winsxs\amd64_microsoft-windows-t..teconnectionmanager_31bf3856ad364e35_6.
1.7601.17514_none_ecc547376ae3ala3\termsrv.dll
[7]1 2009-07-14 . OFQOS5EC2B87BFE197AD82A13287D2F404 . 706560 . . [6.1.7600.16385]1 ..
c:\windows\winsxs\amd64_microsoft-windows-t. .teconnectionmanager_31bf3856ad364e35_6.
1.7600.16385_none_ea94336f6df51e09\termsrv.dll
[7] 2010-11-20 . 2E648163254233755035B46DD7B89123 . 680960 . . [6.1.7601.17514]
c:\windows\system32\termsrv.dl]
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comboFix

t?} 2013-08-29 . C842DBDCGESBCD750rFAS0F4083CRBBER . 5552064 . . [6.1.7601.22436] ..
¢ \windows\winsxs\amd64_microsoft-windows-os-kernel_31bf3856ad364e35_6.1.7601.22436_
hone_cacc4al2e3eeco56\ntoskrnl .exe

[7] 2013-08-29 . 5B9A0GA310326D9C438F2C1OFBBED7C97 . 5549504 . . [6.1.7601.18247]
c:\windows\system32\ntoskrnl.exe
i?] 2009-07-14 . 8560FFFCBEB3A806DCDAF82252CFCB8c6 . 5120 . . [6.1.7600.16385]

c: \windows\winsxs\amd64_microsoft-windows-d. . tshow-kernelsupport_31hf3856ad364e35_6.
1.7600.16385_none_43f68e03b0fd4b38\ksuser.dl1

[7] 2009-07-14 . 8560FFFCBEBR3AS806DCDAF82252CFC8C6 . 5120 . . [6.1.7600.16385] ..
c:\windows\winsxs\amdod4_microsoft-windows-d. .tshow-kernelsupport.31bf3856ad364e35_6.
1.7601.17514_none_4627alchadebced2\ksuser.d11

[7] 2009-07-14 . 8560FFFC8ER3AB06DCD4FR2252¢CFC8¢C6 . 5120 . . {6.1.7600.16385]
c:\windows\system32\ksuser.d11
t?] 2009-07-14 . E424B3EFG66B1B4CEEOBGB71AAABCOFG6 . 8192 . . [6.1.7600.16385] ..

c: \windows\winsxs\amd64_microsoft-windows-gdi-painting_31bf3856ad364e35.6.1.7600.163
85_none_d360c9c235bd1868\msimg32.d11

[7] 2009-07-14 . E424B3EF666B184CEEOBO6871AAABCOFG . 8192 . . [6.1.7600.163851 ..
c:\windows\system32\msimg32.d11

[7] 2013-07-04 . 700BD5A6AA5381D1DBADC4045149DBF6 . 530432 . [5.82]
c:\windows\winsxs\x86_microsoft-windows-shell-comct132-v5_ 31bf3856ad364e35 6.1.7601.
22376_none_3bee2a494f8638cf\comct132.d11
[7] 2013-07-04 . 700BD5A6AA5381D1D8ADC4045149DBF6 . 530432 . . [5.82]
c:\windows\winsxs\x86_microsoft.windows.common-controls _6595b64144ccF1df_5.82.7601.2
2376_none_ee67d2d082b9f619\comct132.d11
[71 2013-07-04 . 75F5EL1FEBDSSCF8ES77EOECSF2290D3F . 530432 . . [5.82]
c: \windows\Syswow64\comcti32.d11
[7] 2013-07-04 . 75FSEL1FEBDSHCF8ES77EOECSF2290D3F . 530432 . . [5.82]
c:\windows\winsxs\xB6_microsoft-windows-sheli-comct132-v5_ 31bf3856ad364€35_6.1.7601.
18201_none_3bab3b80363456bb\comct132.d11
[7] 2013-07-04 . 75FSELFESD55CFBES77EQECSF2290D3F . 530432 . . [5.82]
¢ \windows\winsxs\x86_microsoft.windows.common-controls_ 6595b64144ccfldf 5.82.7601.1
8201_none_ec80f00e8593eceS\comct132.d11
[71 2010-11-20 . BDAClAA64495D0F7ELFF810EBBF1F018 . 530432 . . [5.82]
¢ \windows\winsxs\x86_microsoft-windows-shell-comct132-v5.. 31bf3856ad364e35 6.1.7601.
17514_none_3ba388ec36399c85\comct132.d11
[71 2010-11-20 . BDAC1lAAG4495DOF7E1FF810EBBF1F018 . 530432 . . [5.82]
c: \windows\winsxs\x86_microsoft.windows.common-controls _6595b64144ccF1df_5.82.7601.1
7514_none_ec83dffa859149%af\comct132.d11
[7] 2010-11-20 . 352B3DC62A0D259A82A052238425C872 . 1680896 . . [5.82]
c:\windows\winsxs\x86_microsoft.windows.common-controls. 6595b64l44ccf1df 6.0.7601.17
514 _none_41e6975e2bd6T2b2\comct132.d11
[7] 2010-08-21 . BF5D718B4A40687A90C8B47F776758A6F . 530432 . . [5.82]
c: \windows\winsxs\x86_microsoft-windows-shell-comct132-v5_ 31bf3856ad364e35 6.1.7600.
20787 _none_39fel8355266e2d8\comct132.d11
[71 2010-08~-21 . BF5D71B4A40687A90C8B47F776758A6F . 530432 . . [5.82]
c:\windows\winsxs\x86_microsoft.windows.common-controls 6595b64144ccf1df 5.82.7600.2
0787_none_ede2ad2969983532\comcti32.d11
{71 2010-08-21 . 70EF5DFEF7069164EACF7140C2CC6344 . 1680836 . . [5.82]
c:\windows\winsxs\x86_microsoft.windows.common-controls_ 6595b64144ccf1df 6.0.7600.20
787 _none_2b43b51e45274037\comct132.d11
[71 2010-08-21 . D3EADICF16BA729A7F7COA5D94AA7C0O5 . 530432 . . [5.82] ..
c:\windows\winsxs\x86_microsoft-windows-shell-comct132-v5_31bf3856ad364e35_6.1.7600.
16661_none_39841986393e7322\comct132.d11
[7] 2010-08-21 . D3EADICF16BA729A7F7COASDY4AAT7COS . 530432 . . [5.82]
c:\windows\winsxs\x86_microsott.windows.common-controls_ 6595b64144ccF1df 5.82.7600.1
6661 _none_ebth56996c72aefc\comct132.d11
{71 2010-08-21 . 4B8DD8541CCE266020050D00137333615 . 1680896 . . [5.821 ..
c:\windows\winsxs\x86_microsoft.windows.common-controls_6595b64144ccfldf_6.0.7600.16
661_none_420fe3fazb8113bd\comct132.d11
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