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t?} 2013-08-29 . C842DBDCGESBCD750rFAS0F4083CRBBER . 5552064 . . [6.1.7601.22436] ..
¢ \windows\winsxs\amd64_microsoft-windows-os-kernel_31bf3856ad364e35_6.1.7601.22436_
hone_cacc4al2e3eeco56\ntoskrnl .exe

[7] 2013-08-29 . 5B9A0GA310326D9C438F2C1OFBBED7C97 . 5549504 . . [6.1.7601.18247]
c:\windows\system32\ntoskrnl.exe
i?] 2009-07-14 . 8560FFFCBEB3A806DCDAF82252CFCB8c6 . 5120 . . [6.1.7600.16385]

c: \windows\winsxs\amd64_microsoft-windows-d. . tshow-kernelsupport_31hf3856ad364e35_6.
1.7600.16385_none_43f68e03b0fd4b38\ksuser.dl1

[7] 2009-07-14 . 8560FFFCBEBR3AS806DCDAF82252CFC8C6 . 5120 . . [6.1.7600.16385] ..
c:\windows\winsxs\amdod4_microsoft-windows-d. .tshow-kernelsupport.31bf3856ad364e35_6.
1.7601.17514_none_4627alchadebced2\ksuser.d11

[7] 2009-07-14 . 8560FFFC8ER3AB06DCD4FR2252¢CFC8¢C6 . 5120 . . {6.1.7600.16385]
c:\windows\system32\ksuser.d11
t?] 2009-07-14 . E424B3EFG66B1B4CEEOBGB71AAABCOFG6 . 8192 . . [6.1.7600.16385] ..

c: \windows\winsxs\amd64_microsoft-windows-gdi-painting_31bf3856ad364e35.6.1.7600.163
85_none_d360c9c235bd1868\msimg32.d11

[7] 2009-07-14 . E424B3EF666B184CEEOBO6871AAABCOFG . 8192 . . [6.1.7600.163851 ..
c:\windows\system32\msimg32.d11

[7] 2013-07-04 . 700BD5A6AA5381D1DBADC4045149DBF6 . 530432 . [5.82]
c:\windows\winsxs\x86_microsoft-windows-shell-comct132-v5_ 31bf3856ad364e35 6.1.7601.
22376_none_3bee2a494f8638cf\comct132.d11
[7] 2013-07-04 . 700BD5A6AA5381D1D8ADC4045149DBF6 . 530432 . . [5.82]
c:\windows\winsxs\x86_microsoft.windows.common-controls _6595b64144ccF1df_5.82.7601.2
2376_none_ee67d2d082b9f619\comct132.d11
[71 2013-07-04 . 75F5EL1FEBDSSCF8ES77EOECSF2290D3F . 530432 . . [5.82]
c: \windows\Syswow64\comcti32.d11
[7] 2013-07-04 . 75FSEL1FEBDSHCF8ES77EOECSF2290D3F . 530432 . . [5.82]
c:\windows\winsxs\xB6_microsoft-windows-sheli-comct132-v5_ 31bf3856ad364€35_6.1.7601.
18201_none_3bab3b80363456bb\comct132.d11
[7] 2013-07-04 . 75FSELFESD55CFBES77EQECSF2290D3F . 530432 . . [5.82]
¢ \windows\winsxs\x86_microsoft.windows.common-controls_ 6595b64144ccfldf 5.82.7601.1
8201_none_ec80f00e8593eceS\comct132.d11
[71 2010-11-20 . BDAClAA64495D0F7ELFF810EBBF1F018 . 530432 . . [5.82]
¢ \windows\winsxs\x86_microsoft-windows-shell-comct132-v5.. 31bf3856ad364e35 6.1.7601.
17514_none_3ba388ec36399c85\comct132.d11
[71 2010-11-20 . BDAC1lAAG4495DOF7E1FF810EBBF1F018 . 530432 . . [5.82]
c: \windows\winsxs\x86_microsoft.windows.common-controls _6595b64144ccF1df_5.82.7601.1
7514_none_ec83dffa859149%af\comct132.d11
[7] 2010-11-20 . 352B3DC62A0D259A82A052238425C872 . 1680896 . . [5.82]
c:\windows\winsxs\x86_microsoft.windows.common-controls. 6595b64l44ccf1df 6.0.7601.17
514 _none_41e6975e2bd6T2b2\comct132.d11
[7] 2010-08-21 . BF5D718B4A40687A90C8B47F776758A6F . 530432 . . [5.82]
c: \windows\winsxs\x86_microsoft-windows-shell-comct132-v5_ 31bf3856ad364e35 6.1.7600.
20787 _none_39fel8355266e2d8\comct132.d11
[71 2010-08~-21 . BF5D71B4A40687A90C8B47F776758A6F . 530432 . . [5.82]
c:\windows\winsxs\x86_microsoft.windows.common-controls 6595b64144ccf1df 5.82.7600.2
0787_none_ede2ad2969983532\comcti32.d11
{71 2010-08-21 . 70EF5DFEF7069164EACF7140C2CC6344 . 1680836 . . [5.82]
c:\windows\winsxs\x86_microsoft.windows.common-controls_ 6595b64144ccf1df 6.0.7600.20
787 _none_2b43b51e45274037\comct132.d11
[71 2010-08-21 . D3EADICF16BA729A7F7COA5D94AA7C0O5 . 530432 . . [5.82] ..
c:\windows\winsxs\x86_microsoft-windows-shell-comct132-v5_31bf3856ad364e35_6.1.7600.
16661_none_39841986393e7322\comct132.d11
[7] 2010-08-21 . D3EADICF16BA729A7F7COASDY4AAT7COS . 530432 . . [5.82]
c:\windows\winsxs\x86_microsott.windows.common-controls_ 6595b64144ccF1df 5.82.7600.1
6661 _none_ebth56996c72aefc\comct132.d11
{71 2010-08-21 . 4B8DD8541CCE266020050D00137333615 . 1680896 . . [5.821 ..
c:\windows\winsxs\x86_microsoft.windows.common-controls_6595b64144ccfldf_6.0.7600.16
661_none_420fe3fazb8113bd\comct132.d11
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[7] 2009-07-14 . B62AA1BB1F63839051441D2C6DD7B775 . 530432 . . [5.82]
c:\windows\winsxs\x86_microsoft-windows-shell-comct132-v5_ 31bf3856ad364e35 6.1.7600.
16385_none_39727524394b18eb\comct132.d11
[7] 2009-07-14 . B62AA1BB1F63839051441D2C6DD7B775 . 530432 . . [5.82]
c:\windows\winsxs\x86_microsoft.windows.common-controls_ 6595b64144ccf1df 5.82.7600.1
6385_none_ebf82fc36c758ad5\comcti32.d11
[7] 2009-07-14 . OFA436A553408CBEBAQ70E3182658DE3 . 1680896 . . [5.82]
c: \windows\winsxs\x86_microsoft.windows.common-controls_ 6595b64144ccf1df 6.0.7600.16
385_none_421189da2b7tabfc\comct132.d1i

[7] 2013-10-05 . F2D9242C3BBD1C36467FCAEIAEOQL733F . 142848 . . [6.1.7601.22473] ..
c:\windows\winsxs\x86_microsoft-windows-cryptsvc-d11_31bf3856ad364e35_6.1.7601,22473
_nane_784ea5h51260b460\cryptsvc.dll

[7]1 2013-07-09 . 6DB499DEFCCB827317C5371164A7CDB27 . 142848 . . [6.1.7601.22380} ..

¢ \windows\winsxs\x86_microsoft-windows-cryptsve-di1_31bf3856ad364e35_6.1.7601.22380
_none_7840d305126b8725\cryptsvc.dil

[7] 2013-07-09 . 7CA1BECEASDEZ643ADDAD32670E7A4CY . 140288 . . [6.1.7600.16385]
c:\windows\syswowe4\cryptsvc.dll
[7] 2013-07-09 . 7CAlBECEASDE2643ADDAD32670E7A4CS . 140288 . . [6.1.7601.18205]

c:\windows\winsxs\x86_microsoft-windows-cryptsvc-dl1_31bf3856ad364e35_6.1.7601.18205
_none_7812b70bf9088686\cryptsvc.dll

i71 2013-05-13 . 3897DFF247D9EDC006190349DEZ264E14 . 140288 . . [6.1.7601.18151] ..
c:\windows\winsxs\x86_microsoft-windows-cryptsvc-dl1_31bf3856ad364e35_6.1.7601.18151
_none_77d8a461f934afb8\cryptsvc.dll

[7] 2013-05-11 . AC04p05309BB2C418DODSORIFBO14642 . 142848 . . [6.1.7601.22322] ..
c:\windows\winsxs\x86_microsoft-windows-cryptsvc-di1_31bf3856ad364e35_6.1.7601.22322
_none_7883b3211239122d\cryptsvc.dll

f71 2013-05-10 . E122AA1CY9A3CCAGFFODDDE4GESEROCS8 . 142848 . . [6.1.7601.22321] ..
c:\windows\winsxs\x86_microsoft-windows-cryptsvc-dl11_31bf3856ad364e35_6.1.7601.22321
_hone_7882h2d71239f8d6\cryptsvc.dll

[7] 2013-05-10 . 33ADFGEO853AB39EA1723RES2842C1D3 . 140288 . . [6.1.7601.18150] ..
c:\windows\winsxs\x86_microsoft-windows-cryptsvc-dl11_31bf3856ad364e35_6.1.7601.18150
_hone_77d7a417f9359661\cryptsvc.dll

i71 2012-06-02 . 063DD65889021035311463337BD268E7 . 142336 . . [6.1.7601.220101 ..

¢ \windows\winsxs\x86_microsoft-windows-cryptsve-di1_31bf3856ad364e35_6.1.7601,22010
_none_788c7cc71232ccl9\cryptsve.dll

(71 2012-06-02 . F2FDEGCEDBAADA4CCS8D1IEO7E4AF4EED . 139264 . . [6.1.7600.17035] ..
c:\windows\winsxs\x86_microsoft-windows-cryptsvc-d11_31bf3856ad364e35_6.1.7600,17035
_hone_760be2a%fbfa79d1l\cryptsvc.dli

[7] 2012-06-02 . EABCZ6ECF1656D9647EFQ044F115Ec6DA . 141312 . . [6.1.7600.21225] ..
c:\windows\winsxs\x86_microsoft-windows-cryptsvc-d11_31hf3856ad364e35_6.1.7600.21225
_none_76a05147150ffadl\cryptsvc.dll

{71 2012-06-02 . 96COE38905CFD788313BERELIDAEIF2F . 140288 . . [6.1.7601.17856] ..
c:\windows\winsxs\x86_microsoft-windows-cryptsvc-dl1_31bf3856ad364e35.6.1.7601.17856
_none_77ddc9e5193000db\cryptsvc.dll

{71 2010-11-20 . A585BEBF7D054BD9618EDA0922D5484A . 136192 . . [6.1.7601.17514] ..
¢:\windows\winsxs\x86_microsoft-windows-cryptsvc-d11_31bf3856ad364e35_6.1.7601.17514
_none_7807034ff91166T4\cryptsve.dll

[7] 2009-07-14 . 9C231178CE4FB385F4B54B0A9080B8A4 . 135680 . . {6.1.7600.16385] ..
c:\windows\winsxs\x86_microsoft-windows-cryptsvc-d11_31bf3856ad364e35_6.1.7600.16385
~none_75d5ef87fc22e35a\cryptsvc.dl]

t?] 2009-07-14 . F6916EFC29D995305D0DF06882AE8E16 . 271360 . . [2001.12.8530.16385]
.. c:\windows\Syswowed\es.dl1
[7] 2009-07-14 . F6916EFC29D9953D5D0DFO6882AEBELI6 . 271360 . . [2001.12.8530.16385]

éz\windows\winsxs\wow64_m1crosoft—wihdows—c..comp]us-eventsystem_B1bf38563d364e35_6.
1.7600.16385_none_73373b169fcf68ch\es.dl1

t?] 2010-11-20 . ABFQ9E5669D9A19035F6D942CAAL5882 . 119808 . . [6.1.7601.17514]
c:\windows\Syswowed\imm32.d11
[7] 2010-11-20 . A6F0Q9E5669D9A19035F6D942CAALS882 . 119808 . . [6.1.7601.17514]

c:\windows\winsxs\wow64_m1crosoft—windows—imm32m31bf3856ad364e35u6.1.7601.17514d66ne
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_c4dGcdd7c56b493e\imm32.d11
[7] 2009-07-14 . ODE3069D6GEQ9BAZ262856EF31CO41BEFE . 119808 . . [6.1.7600.16385] ..
¢ :\windows\winsxs\wowb4_microsoft-windows-imm32_31bf3856ad364e35_6.1.7600.16385_none
_c29Tba0dfc87cchad\imm32.d11

£7] 2013-08-29 . EE751CBD5DOC332FDF3DF7187B612416 . 1114112 . . [6.1.7601.22436] ..
c: \windows\winsxs\wowb4_microsoft-windows-kernel32_31bf3856ad364e35_6.1.7601.22436_n
one_fcae77f5ba77fe97\kernel132.d11

[7] 2013-08-02 . 61579F821ABSFF7FA2966D64D1070BA8 . 1114112 . . [6.1.7601.22411] ..
¢ \windows\winsxs\wowb4_microsoft-windows-kernel32_31bf3856ad364e35_6.1.7601.22411_n
one_fcbfl65bbabc4802\kernel32.d11

[7] 2013-08-02 . 365A5034093AD9E04F433046C4CDF6AB . 1114312 . . [6.1.7601.18015]
c:\windows\Syswow64\kernel32.d11
[71 2013-08-02 . 365A5034093AD9E04F433046CACDFBAB . 1114112 . . [6.1.7601.18015]

c:\windows\winsxs\wow64_microsoft-windows-kernel32_31bf3856ad364e35_6.1.7601.18229_n
ohe_fc32aalealdf9lba\kernel32.d11

(7] 2013-07-08 . 2997A7BCS59E3EEFESE86D1IBOF3A3D748 . 1114112 . . [6.1.7601.22379] ..
¢ :\windows\winsxs\wow64_microsoft-windows-kernel32_31bf3856ad364e35_6.1.7601.22379_n
one_fcB86373dba95hd39\kernel32.dl1

(71 2013-01-04 . 7E55988F5CB3BAG7E2732370£8D718B8 . 1114112 . . [6.1.7601.22209] ..
c:\windows\winsxs\wow64_microsoft-windows-kernel32_31bf3856ad364e35_6.1.7601.22209_n
one_fcdledcbba5Scfe7b\kernel32.d11

{77 2013-01-94 . 385BE92E3106491BBB542F8F1CO6CH06 . 1114112 . . [6.1.7600.17206] ..
c:\windows\winsxs\wowb4_microsoft-windows-kernel32_31bf3856ad364e35_6.1.7600.17206_n
one_fa5ee836a41ba799%\kernel32.d11

[7] 2013-01-04 . FOFGCDOEFIF6C896A56B5259B81027D9 . 1114112 . . [6.1.7600.21416] ..
¢ \windows\winsxs\wow64_microsoft-windows-kernel32_31bf3856ad364e35_6.1.7600.21416_n
one_taddb6fbbd41607b\kernel32.d11

[7] 2012-11-30 . C95793F4BE3471AEEDY92F5BF367BEGY9E . 1114112 . . [6.1.7600.17179] ..
¢ \windows\winsxs\wow64_microsoft-windows-kernel32._31bf3856ad364e35_6.1.7600.17179_n
one_fal637baad451bale\kernel32.d11

[7] 2012-11-30 . 9cC2571E3646B9A24296AD7ADCC71682 . 1114112 . . [6.1.7601.22177] ..
c:\windows\winsxs\wowb4_microsoft-windows-kernel32_31bf3856ad364e35_6.1.7601.22177_n
one_fc8432ddbad7903d\kernel32.d11

[7] 2012-11-30 . ACOBG6F41882FCGED186962D770EBF1DZ2 . 1114112 . . [6.1.7601.18015] ..
c:\windows\winsxs\wowb4_microsoft-windows-kernel32_31bf3856ad364e35_6.1.7601.18015_n
one_fc397506al4b161f\kernel32.d11

[7] 2012-11-30 . E747ADB6223DBBE1BB138F08A09ADADG . 1114112 . . [6.1.7600.21386] ..
¢ \windows\winsxs\wow64_microsoft-windows-kernel32_31bf3856ad364e35_6.1.7600.21386_n
one_ta9205albd7a26eb\kernel32.d11

[7] 2012-10-04 . DE7A37CB1F48526A78A2D42786411578 . 1114112 . . [6.1.7600.21335] ..
¢ \windows\winsxs\wowb4_microsoft-windows-kernel32_31bf3856ad364e35_6.1.7600.21335_n
one_fac71413bd5281df\kernei32.d11

[7] 2012-10-04 . A6778FC49011313995A4D718F624CC74 . 1114112 . ., [6.1.7600.17135} ..
¢ \windows\winsxs\wowb4_microsoft-windows-kernel32_31bf3856ad364e35_6.1.7600.17135_n
one_fa3d7642a434edeeN\kernel32.d11

[71 2012-10-04 . D4F3176082566CEFA633B4945802Dp4¢Cc4 . 11143112 . . [6.1.7601.17965] ..
c:\windows\winsxs\wowb4_microsoft-windows-kerneil32_31bf3856ad364e35_6.1.7601.17965_n
one_Ttc038d48a1736e92\kernei32.d11

[7] 2012-10-04 . S5FA395364EE727E4BEE6B1406C207F98 . 1114112 . . [6.1.7601.22325] ..
¢ :\windows\winsxs\wowbd_microsoft-windows-kernel32_31bf3856ad364e35_6.1.7601.22125_n
one_tch84le5ba70d1lda\kernel32.d11

[71 2010-11-20 . E8Q758Cr485DB142FCALEEO3A34EADDS . 837632 . . [6.1.7601.17514]) ..
c:\windows\winsxs\wow64_microsoft-windows-kernel32_31bf3856ad364e35_6.1.7601.17514_n
one_fc389502aldbd4eal\kernel32.dl1

[7] 2009-07-14 . GOGECB76A424CC535407E7A24E2A34BC . 836608 . . [6.1.7600.16385] ..
c:\windows\winsxs\wow64_microsoft-windows-kernel32_31bf3856ad364e35_6.1.7600.16385_n
one_fa07813aa45d5150\kernel32.d11

E?} 2009-07-14 . 5987EA8A82C53359BCD2C29D6588583E . 22016 . . [6.1.7600.16385] ..
c:\windows\Syswow64\1inkinfo.d11
£7] 2009-07-14 . 5987EA8A82C53359BCD2C29D6588583E . 22016 . . [6.1.7600.16385] ..

¢ \windows\winsxs\wowb4_microsoft-windows-1inkinfo_31bf3856ad364e35_6.1.7600.16385_n
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one_Y%eaecelsf365das4\Tinkinfo.dl1

{7] 2013-06-06 . 84CA3579EEB69DBE1EEG7EAF721BF71C . 25600 . . [6.
c:\windows\winsxs\wowt4_microsofi-windows-gdi_31bf3856ad364e35_6.
2a807b2bec875e6\1pk.d11
[7] 2013-06-06 . CC23295DABF7B5C53F93804D2F5D30ERB . 25600 . . [6.
c:\windows\Syswowe4\1pk.d11
[7] 2013-06-06 . CC23295DABF7B5C53F93804D2F5D30EB . 25600 . . [6.
c: \windows\winsxs\wow64_microsoft-windows-gdi_31bf3856ad364e35_6
20fch2fasbac238\1pk.d11
[7] 2012-12-16 . BF6CDA72E4112DACOLE2EDRILIIC3FD74 . 25600 . . [6
c: \windows\winsxs\wowb4_microsoft-windows-gdi_31bT3856ad364e35_6
0f9b8f6c177b3cc\Tpk.d11
[7] 2009-07-14 . 384721EF4024890092625E20CADFAF85 . 25600 . . [6.
¢ \windows\winsxs\wowb4_microsoft-windows-gdi_31bf3856ad364e35_6
01cbh471a89825ee\Tpk.d11
[7] 2009-07-14 . 384721eF4024890092625E20CADFAF85 . 25600 . . [6
¢ \windows\winsxs\wowb4_microsoft-windows-gdi_31bf3856ad364e35_6.
6
6
6
6
6
6
3]

.7601.22350] ..
.7601.22350_none_1

.7601.18177]

.7601.18177] ..
.7601.18177_none_1

.7600,214027 ..
.7600.21402_none_1

.7600.16385] ..
.7600.16385_none_1

.7600.16385] ..
.7600.16402_none_1

.7600.16385] ..
.7600.16444_none_1

.7600.16385] ..
.7600,17194 _none_1

.7600.16385] ..
.7600.20498_none_1

.7600.16385] ..
.7600.20553_none_1

.7600.16385] ..
.7601.17514_none_1

.7600.16385] ..
.7601.18032_none_1

.7600.16385] ..
.7601.22195_none_1

07034d%9a859f788\Tpk.d11
[7] 2009-07-14 . 384721EF4024890092625E20CADFAF85 . 25600 . . 6.
¢:\windows\winsxs\wowb4_microsoft-windows-gdi_31bf3856ad364e35_
046fShbda87899fa\1pk.d11

[7] 2009-07-14 . 384721eF4024890092625E20CADFAF85 . 25600 . .
¢ \windows\winsxs\wowb4_microsoft-windows-gdi_31bf3856ad364e35_.
010c9a7a8al47db\ipk.d11

F7] 2009-07-14 . 384721EF402489009262SEZOCADFAFS5 . 25600 . . [6.
¢ \windows\winsxs\wowb4_microsoft-windows-gdi_31bf3856ad364e35_
09e822eclbb2dae\Tpk.d11

{71 2009-07-14 . 384721EF4024890092625E20CADFAF85 . 25600 . . [6.
c:\windows\winsxs\wow64_microsoft-windows-gdi_31bf3856ad364e35_6.
0c4¢252¢19t3c5e\1pk.d11
(771 2009-07-14 . 384721EF4024890092625E20CADFAF85 . 25600 . . [6.
c: \windows\winsxs\wow64_microsoft-windows-gdi_31bf3856ad364e35_6.
24dc839a586a988\1pk.d11
[7] 2009-07-14 . 384721EF4024890092625E20CADFAF85 . 25600 . . [6.
c: \w1ndows\w1nsxs\wow64 microsoft-windows-gdi_31bf3856ad364e35_6.
2360787a598d69a\1pk.d11
[71 2009-07-14 . 384721EF4024890092625E20CADFAF85 . 25600 . . [6.
¢ \windows\winsxs\wow64_microsoft-windows-gdi_31bf3856ad364e35_6.
281c5a8bee46a0f\Tpk.d11

Y T R Y R PH P T el e = = o = T R

t?} 2014-03-01 . 70462E0A4E293FCB0620AB945D8A59BE . 17074688 . . [11.00.9600.16428]
.. c:\windows\Syswowb4\mshtml.d11
[7] 2014-03-01 . 70462E0A4E293FC80620AB945D8A598B . 17074688 . . [11.00.9600.16428]

¢ \windows\winsxs\wow64_mi crosoft-windows-ie-htmlrendering_31bf3856ad364e35_11.2.960
0.16521_none_ffed9f886b9fd747 \mshtml.d11
[7] 2014-02-06 . C863E5A2417DFOF2A31ED32C3B2CB23F . 17103872 . . [11.00.9600.16428]

ég\windows\winsxs\wow64_microsoft—windows—ie—htm1render1ng_31bf3856ad364e35_11.2.960
0.16518_none_ffe2ffc66bal?157\mshtml.d11
[7]1 2013-12-03 . F9F114B2A6F876C92D317A755494F233 . 17142784 . . [11.00.9600.16428]

é;\windows\winsxs\wow64_microsoft—windows—ie—htm1rendering_31bf3856ad364e35_11.2.960
0.16428_none_ffeecffc6b986ebd\mshtml.d11
[71 2013-11-26 . BFAFE990C4A191E83843362B5AC64A0 . 17112576 . . [11.00.9600.16428]

&E\windows\winsxs\wow64_microsoft—w1ndows—ie—htm1rendering“31bf3856ad364e35,11.2.960
0.16476_none_fTf3fefebbd3baze\mshtml.dl1
{71 2013-10-12 . 02A04841906A8892AD6CC7BDBCBSF61D . 14355968 . . [10.00.9200.16736]

¢+ \windows\winsxs\wow64_microsoft-windows-ie-htm] rendering_31bf3856ad364e35_10.2.920
0.16736_none_%b5c450cc70dac38\mshtml.d11
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71 2013-10-12 . 9C2714E4CF56DD8CD27BFGDEEQEZALBF . 14381568 . . [10.00.9200.20848]

é;\windows\winsxs\wow64_microsoft—windows—ie—htm1rendering_31bf3856ad364e35_10.2.920
0.20848_none_B8484al13ee0bc7477\mshtml.d11
[7] 2013-09-22 . 9D6D52AEDO95BCBCI023AA73IOEY78EAC . 14364672 . . [10.00.9200.20831]

é;\windows\winsxs\wow64_microsoft—windows—ie—htm1rendering_31bf3856ad364e35_10.2.920
0.20831_none_8484406ce0bca7b9\mshtml.d11
71 2013-09-22 . A7221924181CREBI2B64C5AZDBB8RBEAS . 14335488 . . [10.00.9200.16721]

é;\windows\winsxs\wow64_m1crosoft-w1ndows—ie—htm1rendering_31bf3856ad364e35_10.2.920
0.16721_none_9b5bb6aac70el2bc\mshtml.d11
[7] 2013-08-10 . AOFAB45701lEFAA4EDAGOB7614ED431BE . 14362624 . . [10.00.9200.20794]

é;\windows\winsxs\wow64_microsoft—windows—ie—htm1rendering_31bf3856ad364e35,10.2.920
0.20794_none_38494cdbcebaf70b5\mshtm].dl1
[7] 2013-08-10 . 5D2D7E7850CE963C2F401D4DEE7BB32A . 14332928 . . [10.00.9200.166386]

&;\windows\winsxs\wow64_microsoft—windows—ie—htm1rendering_31bf3856ad364e35_10.2.920
0.16686_none_9%6cl166ac7010efa\mshtm] .d11
[7]1 2013-07-26 . E631B408882F8320739F6EOCAF444397 . 14329344 . . [10.00.9200.16660]

é;\windows\winsxs\wow64_m1crosoft—windows—ie—htm1rendering_31bf3856ad364e35_10.2.920
0.16660_none_9b6a9%86c7024286\mshtml.dl1
[7] 2013-07-26 . 523D2E830830FD6GDASB7FAAE3C251BCS . 14356480 . . [10.00.9200,20768]

&;\windows\winsxs\wow64_microsoft~wind0ws—ie—htm1rendering_31bf3856ad364e35_10.2.920
0.20768_none_R849171bee0b28h34\mshtml.di1
[7]1 2013-07-13 . AF31E7D2C385F647ADFD5F5736B3BAG4 . 14329856 . . [10.00.9200.16635]

&E\windows\winsxs\wow64_microsoft—w1ndows—ie—htm1rendering_31bf3856ad364e35_10.2.920
0.16635_none_9b672bc0c70576a6\mshtmt.di1
[7] 2013-07-10 . 7BDGAGDFA7S5B6GSFABF21BB21E59EC11 . 12333568 . . [9.00.8112.16496]

c:\windows\winsxs\wowb4_microsoft-windows-ie-htmlrendering_31bf3856ad364e35_9.4.8112
.16496_none_9lef4d2e2962420c\mshtm}.d11
[71 2013-03-04 . BFA23AFB5EGZ25CE3FIAES226ADEL3831 . 6034944 . . [8.00.7600.21484] ..
c:\windows\winsxs\wowb4_microsoft-windows-ie-htmlrendering_31bf3856ad364e35_8.0.7600
.21484_none_94ct7b86005bdcaf\mshtml.d11
[7] 2013-03-02 . SABB67F8CAQOB8F32F8BF1A81F1C82EA9 . 6032384 . . [8.00.7600.17267] ..
c:\windows\winsxs\wowb4_microsoft-windows-ie-htmlrendering_31bf3856ad364e35_8.0.7600
.17267_none_945a7d8ae72b5381\mshtm] .d11
[7] 2013-03-02 . E3828BFBF2605ABF13BAB26FG6CB9CF2B . 6032384 . . [8.00.7601.18106] ..
c:\windows\winsxs\wow64_microsoft-windows-ie-htmlrendering.31bf3856ad364e35_8.0.7601
.18106_none_9684bbb4e421fh97\mshtmi.d11
[7] 2013-03-02 . 6A54A85FA37E01066346884680965FEE . 6033408 . . [8.00.7601.222721 ..
c:\windows\winsxs\wow64_microsoft-windows-ie-htmlrendering_31bf3856ad364e35_8.0.7601
.22272_none_96bea7e3fd7bf99c\mshtml.d11
[71 2010-11-20 . C50799F0D47DFB9774F721521B6C41D5 . 5977600 . . [8.00.7601.17514] ..
¢ \windows\winsxs\wow64_microsoft-windows-ie-htmlirendering_31bT3856ad364e35_8.0.7601
.17514 _none_96780994e42bbfd5\mshtml .d11
£71 2009-07-14 . 43592D31AFF84DD957199248898D9430 . 5957632 . . [8.00.7600.16385] ..
¢ :\windows\winsxs\wowb4_microsoft-windows-ie-htmlrendering_31bf3856ad364e35_8.0.7600
.16385_none_9%446f5cce73d3c3b\mshtml.d11

[7] 2011-12-16 . 2F740C4B458331357E825E94AFB0953A . 690688 . . [7.0.7601.21878] ..
c:\windows\winsxs\x86_microsoft-windows-msvcrt_31bf3856ad364e35_6.1.7601.21878_none_
d3a962431672ddd2\msvecrt.dll
[7] 2011-12-16 . rF8A61B2E71330984616D107919BDABGE . 690688 . . [7.0.7600.16930] ..
c:\windows\winsxs\x86_microsoft-windows-msvcrt_31bf3856ad364e35_6.1.7600.16930_none_
d15ca5d2001597a0\msvert.dll
£7] 2011-12-16 . 9DCBOABAAAAAC3O78DAB3CH7165AB24E . 690688 . . [7.0.7601.17744]
c:\windows\syswowe4\msvcrt.dl?l
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[7] 2011-12-16 . 9DCROABAAAAAC397BDAB3CH7165A824E . 690688 . . [7.
c: \windows\winsxs\x86_microsoft-windows-msvcrt_31b¥3856ad364e35_6.
d33c34131d4084d9\msvcrt.dl1l
[7] 2011-12-16 . 10142C1975202A767COEDB3BCOG6FD88 . 690688 . . [7.
c:\windows\winsxs\x86_microsoft-windows-msvcrt_31bf3856ad364e35_6.
d20e8cd31913e191\msvcrt.dl1l
[7] 2009-07-14 . £E46D48A7FE961401F1CBF85531CDFOSD . 690688 . . {7.
c: \windows\winsxs\x86_microsoft-windows-msvcrt_31bf3856ad364e35_6.
d12b8c440039%31e\msvert.dl]

.7601.17744] ..
.7601.17744_none_

.7600.21108] ..
.7600.21108_none_

.7600.16385] ..
.7600.16385_none_

o HO O

t?] 2013-09-08 . E94C583CDEZ2348950155F2AF2876F34D . 231424 . . [6.1.7600.16385]
c:\windows\Syswowe4\mswsock.d11
[7] 2013-09-08 . E94C583CDE2348950155F2AK2876F34D . 231424 . . [6.1.7601.18254]

¢ \windows\winsxs\x86_microsoft-windows-w. .-infrastructure-bsp_31bf3856ad364e35_6.1.
7601.18254_none_ba2f64c78baeb6989\mswsock.dl1

[71 2013-09-07 . 6547D445CAB69DCO0O83B619ACH42DF04 . 231424 . . [6.1.7601.22444] ..
c: \windows\winsxs\x86_microsoft-windows-w. .-infrastructure-bsp_31bf3856ad364e35_6.1.
7601.22444_none_bhac3d364ad4c3eaB8\mswsock.dl]

[7] 2010-11-20 . 8999B8631C7FDIOF7FOEC3CAFDI538A24 . 232448 . . [6.1.7601.17514]
c:\windows\winsxs\x86_microsoft-windows-w..-infrastructure-bsp_31hf3856ad364e35_6.1.
7601.17514_none_ba5ac0f18b8dd79%\mswsock.d11

[7] 2009-07-14 . 11A41r17527ED75D6R758FDD7F4FDO0OD . 232448 . . [6.1.7600.16385] ..
c: \windows\winsxs\x86_microsoft-windows-w..-infrastructure-bsp_.31bf3856ad364e35_6.1.
7600.16385_none_b829ad298e9f53ff\mswsock.d11

E?} 2010-11-20 . C1809R9907ADEDAF16F50C8941008838 . 563712 . . [6.1.7600.16385]
c:\windows\Syswow64\netlogon.dl1
{71 2010-11-20 . C1B0Q9B9907ADEDAF16F50C8941008838 . 563712 . . [6.1.7600.16385]

¢ \windows\winsxs\wowb4_microsoft-windows-security-netlogen_31bf3856ad364e35_6.1.760
1.17514_none_6632670482fa3493\netlogon.d11

{71 2009-07-14 . EAA75D9000B71F1OEECO4D2AE6CH0ESL . 563712 . . [6.1.7600.16385] ..
¢ \windows\winsxs\wowb4_microsoft-windows-security-netlogon_31bf3856ad364e35_6.1.760
0.16385_none_6401533c860bb0f9\netlogon.d11

t?] 2009-07-14 . OBDFDBDZFD4EA951DCA6BIC7661ED3SA . 145408 . . [6.1.7600.16385]
¢: \windows\Syswow6e4\powrprof.dill
[7] 2009-07-14 . OBDFDBDZ2FD4EA951DCA46BIC7661ED35A . 145408 . . [6.1.7600.16385]

c:\windows\winsxs\x86umicrosoft—windows—userpowermanagement_31bf3856ad364e35_6.1:?60
0.16385_none_a2eff4845e2bf4e2\powrprof.dil

t?] 2010-11-20 . 8124944ECB9D6A1B15E4ES3FS5B96AAF4 . 175616 . . [6.1.7600.16385]
¢ \windows\Syswowbe4\scecli.dl1
[7] 2010-11-20 . 8124944ECB89D6AL815E4ES53F5R96AAF4 . 175616 . . [6.1.7601,17514]

¢ \windows\winsxs\wow64_microsoft-windows-s. .urationengineclient_31bf3856ad364e35_6.

1.7601.17514_none_a088921d241bbbde\scecli.d1]

[7] 2009-07-14 . 26073302DAEA83CC5B944C546D6B47D2 . 175616 . . [6.1.7600.16385] ..
c: \windows\winsxs\wowb4_microsoft-windows-s. .urationengineclient_31bf3856ad364e35_6.

1 7600.16385_none_9e577e55272d37b4\scec]i. d11

t?] 2009-07-14 . 40CAEEEQEAF1B8569F7C8DF6420F2CR9 . 2560 . . [6.1.7600.16385]
c:\windows\Syswowe4\sfc.dl1
[7] 2009-07-14 ., 40CAEEEQEAF1BBS69F7C8DF6420F2CBY9 . 2560 . . [6.1.7600.16385]

¢ \windows\winsxs\x86_microsoft-windows-sfc_31bf3856ad364e35_6.1.7600.16385_none_a70
c196fbd853aed\sfc.d11

E?} 2009-07-14 . 54A47F6BSEQ9A77E61649109C6A08866 . 20992 . . [6.1.7600.16385]
c:\windows\Syswowe4\svchost.exe
[7] 2009-07-14 . 54A47F6B5EQ9A77E61649109C6A08866 . 20992 . . [6.1.7600.16385]

c: \windows\winsxs\x86_microsoft-windows-services-svchost_31bf3856ad364e35_6. 1.7600.1
6385_none_b591afcd66al5356\svchost.exe

E?] 2010-11-20 . 613BF4820361543956909043A265C6AC . 242176 . . [6.1.7600.16385]
c:\windows\Syswowe4\tapisrv.dll
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{7] 2010-11-20 . 613BF4820361543956909043A265C6AC . 242176 . . [6.1.7601.17514] ..
c:\windows\winsxs\x86_microsoft-windows-tapiservice_31ibf3856ad364e35_6.1.7601.17514_
none_e54442c74334bl18a\tapisrv.dll
{71 2009-07-14 . 2F46B0OC70A4ADCBCI0CFS825DA3BAFEAF . 241664 . . [6.1.7600.16385] ..
¢ \windows\winsxs\x86_microsoft-windows-tapiservice_31bf3856ad364e35_6.1.7600.16385_
none_e3132eff46462dfO\tapisrv.dll

E?] 2010-11-20 . 5E0DB2D8B2750543CD2EBBOEASEGCDD3 . 833024 . . [6.1.7601.17514]
c:\windows\Syswow64\user32.d11
f7] 2010-11-20 . 5E0DB2D8B2750543CD2EBBYEABEGCDD3 . 833024 . . [6.1.7601,.17514]

¢ :\windows\winsxs\wow64_microsoft-windows-user32_31bf3856ad364e35_6.1.7601.17514_non
e_35h31c02h85cchbeN\user32.dll

i71 2009-07-14 . E8BOFFC209E504CB7E79FC24E6CO85F0 . 833024 . . [6.1.7600.16385] ..

¢ \windows\winsxs\wow64_microsoft-windows-user32_31bf3856ad364e35_6.1.7600.16385_non
e_3382083abbbed47d4\user32.dl1

i?] 2010-11-20 . 61AC3EFDFACFDD3FOF11DD4FD4044223 . 26624 . . [6.1.7600.16385]
¢ \windows\SysWowe4\userinit.exe
[7] 2010-11-20 . 61AC3EFDFACFDD3FOF11DD4FD4044223 . 26624 . . [6.1.7600.16385]

c:\windows\winsxs\x86_microsoft-windows-userinit_31bf3856ad364e35_6.1.7601.17514_non
e_de3024012ff2111i6\userinit.exe

{71 2009-07-14 . 6DEBOF6OD7DEYCEGBSCZ2DDFDF7OEF17S5 . 26112 . . [6.1.7600.16385] ..
c:\windows\winsxs\x86_microsoft-windows-userinit_31bf3856ad364e35_6.1.7600.16385_non
e_dbff103933038d7c\userinit.exe

t?] 2014-03-01 . AAFEABAFCI9D70253F8C7E353EB79E8A2 . 1820160 . . [11.00.9600.16428]
.. C:\windows\Syswowed\wininet.d11
[7] 2014-03-01 . AAFEABAFCOD70253F8C7E353E879E8A2 . 1820160 . . [11.00.9600.16521]

é;\windows\winsxs\x86_microsoft—windows~i..tocolimp1ementation_31bf3856ad364e35“11.2
.9600.16521_none_88173a93feB8b3ae0\wininet.dl]
[7] 2014-02-06 . 9C89246184979A070R0C6CCF61CH8136 . 1820160 . . [11.00.9600.16518]

é;\windows\winsxs\xSGHmicrosoft—windows—i..toco1imp1ementation_31bf3856ad364e35_11.2
.9600.16518_none_88159%ad1fe8cd4fO\wininet.d11
(71 2013-12-03 . B5EB5BD3066959611E1F7A80FD6CCI72 . 1818112 . . [11.00.9600.16428]

&;\windows\winsxs\xSﬁ_microsoft—windows—i.,toco1impTementation_31bf3856ad364e35_11.2
.9600.16428_none_88216b07fe83d256\wininet.dl1
[7] 2013-11-26 . 927FA6456ADOD7630F6854828D2FD168 . 1820160 . . [11.00.9600.16476]

é;\windows\winsxs\xSG_microsoft—windows—i..toco11mp1ementation_31bf3856ad364e35m11.2
.9600.16476_none_88269a09fe7fidc7\wininet.dl1
[7] 2013-10-12 . S5FD4335DCD343D0OFEA9FAGRLIBED408D9 . 1767936 . . [10.00.9200.16736]

é;\windows\winsxs\xSG_microsoft—windows—i..toco1imp?ementati0n_31bf3856ad364e35_10.2
.9200.16736_ncone_238ee01859f90fd1l\wininet.dl]
[7] 2013-10-12 . 06715£12E72EFBC2D660A779FFF320944 |, 1777152 . . [10.00.9200.20848)]

&E\windows\winsxs\xSG_microsoft~windows—i..t0c01imp1ementation_31bf3856ad364e35_10.2
.9200. 20848 _none_0ch73c4a73a7d810\wininet.d11
[7] 2013-09-22 . 67220EB57550F10E1219D57D89937456 . 1777152 . . [10.00.9200.20830]

&;\windows\winsxs\x86*m1crosoft—windows—i..toco11mp1ementation_31bf3856ad364e35_10.2
.9200. 20831 _none_0ch6db7873a80b52\wininet.dl1
[7] 2013-09-22 . E4FEB264B47360B7290AEA4EQ52F88D8 . 1767936 . . [10.00.9200.16720]

&;\windows\winsxs\x86_m1crosoft—windows—i..t0c011mp1ementation_31bf3856ad364e35_10.2
.9200.16721_none_238e51b659F97655\wininet.d11
[7] 2013-08-10 . 26BD13BB9196CZ2DBF8155C3C6169RBC22 . 1777664 . . [10.00.9200.20794]

&E\windows\winsxs\x86_microsoft—windows—i..toco11mp1ementationm31bf3856ad364e35m10.2
.9200.20794_none_0cc768c8739%ad4dde\wininet.d1]
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[71 2013-08-10 . 535F6263035F2530A62D5D64EFGE73D3 . 1767936 .

&;\windows\winsxs\x86_m1crosoft—w1ndows—i..toco]imp]ementation
.9200.16686_none_239ebl1765%ec7293\wininet.dl1
[7] 2013-07-26 . DAA3903F06116AE9EE7ACID1B93684A4 . 1767936 .

c:\windows\winsxs\x86_microsoft-windows-1..tocolimplementation_

.9200.16660_none_239d39925%eda6clf\wininet.d11
[7] 2013-07-26 . DESB1ASEOQOE70OBRG3898F8776ERB274428 . 1777664 .

¢ \windows\winsxs\x86_microsoft-windows-1i..tocolimplementation_

.9200.20768_none_0cc40cca739deecd\wininet.dl11
[71 2013-07-13 . 9BF7C7654EFDO9BEE3A27B49402A382A . 1767936 .

éf\windows\winsxs\x86_m1crosoft-windows—i..toco11mp1ementation
.9200.16635_none_2399c6cc59f0da3f\wininet.dl11
[7] 2013-07-10 . EA952AS5C277CABCBAGIEAB06146BBO84 . 1129472 .

c: \windows\winsxs\x86_microsoft-windows-1i..tocolimplementation_

8112.16496_none_laZle839bc4dasas\wininet.d1]1

[7] 2013-03-04 . 109DDZD8F7A7A013C1A93CBA3138E532 . 982528 .
c:\windows\winsxs\x86_microsoft-windows-1i..tocolimpiementation
7600.21484_none_1d02169193473fe8\wininet.d11

[7] 2013-03-02 . 6A02CB2EDC24630845D11B507952141A . 981504 .

c:\windows\winsxs\x86_microsoft-windows-i..tocolimplementation_

7600.17267_none_1c9118967al6b7la\wininet.d1]

[7]1 2013-03-02 . C3D43E21FA49657BC1645E9D745656C6 . 981504 .
c:\windows\winsxs\x86_snicrosoft-windows-1i..tocolimplementation
7601.18106_none_1eb756c0770d5F30\wininet.d11

{7] 2013-03-02 . 073488Fr3805ADC63DFFDDC6247DDIF4E . 982016 .
c:\windows\winsxs\x86_microsoft-windows-i..tocolimplementation_
7601.22272_none_lef142ef90675d35\wininet. d

[71 2010-12-21 . 78B9ADA2BCB946AF7B17678E0D07A773 . 981504 .

c:\windows\winsxs\x86_microsoft-windows-i..tocol-implementation_

7600.16723_none_1cbh8776479f9%balc\wininet.d11

[7] 2010-12-21 . 1B3DD468C6396143A205EAAFO5F38039 . 981504

¢ \windows\winsxs\x86_microsoft-windows-1i..tocolimplementation
7600.20862_none_1d15d4359338b053\wininet.d11

{71 2010-11-20 . 44214C94911C7CFB1D52CB64DSES368D . 980992 .

¢ \windows\winsxs\xB6_microsoft-windows-1i..tocolimplementation
7601.17514_none_leaaad4a07717236e\wininet.dl]

[7]1 2009-07-14 . 0OD874F3BC751CC2198AF2EG783FB8B35 . 977920 . .
c:\windows\winsxs\x86_microsoft-windows-i..tocolimplementation_
7600, 16385_none_1c7990d87a289fd4\wininet. dil

t?] 2010-11-20 . 7FF15A4F092CD4A96055BA69FI903E3E9 . 2063848 .
c:\windows\Syswowe4\ws2_32.d11
[71 2010-11-20 . 7FF15A4F092CD4A96055BA69FI03E3E2 . 206848 .

c:\windows\winsxs\x86_microsoft-windows-w. .nfrastructure-ws232_

7601.17514_none_f4bflaae2c98lecf\ws2_32.d11
{71 2009-07-14 . DAAEBA9BBCOACC7FR58454132553¢Cc30D . 206336 .

c:\windows\winsxs\x86_microsoft-windows-w..nfrastructure-ws232_

7600.16385_none_128e06e62Ta99bh35\ws2_32.d11

[10.00.9200.16686]

_31bf3856ad364e35_10.2

[10.00.9200.16660]
31bf3856ad364e35_10.2

[10.00.9200.20768]
31bf3856ad364e35_10.2

[10.00.9200.16635]

_31bf3856ad364e35_10.2

[9.00.8112.16496] ..
31bf3856ad364e35_9.4.

[8.00.7600.21484]

_31bF3856ad364e35_8.0.

[8.00.7600.17267] ..
31bf3856ad364e35_8.0.

[8.00.7601.18106]

_31bf3856ad364e35_8.0.

[8.00.7601.222727 ..
31bf3856ad364e35_8.0.

[8.00.7600.16723] ..
31bf3856ad364e35_8.0.

[8.00.7600.20862}

_31bf3856ad364e35_8.0.

[8.00.7601.17514]

_31bf3856ad364e35_8.0.

8.00.7600.16385] ..
31bf3856ad364e35_8.0.
[6.1.7600.16385]

[6.1.7600.16385] ..
31bf3856ad364e35_6.1.

{6.1.7600.16385] ..
31bf3856ad364e35_6.1.

t?] 2009-07-14 . 808AABDF9337312195CAFF76D1804786 . 4608 ., . [6.1.7600.16385]

¢:\windows\Syswowb4\wsz2help.dT]

[7] 2009-07-14 . 808AABDF9337312195CAFF76D1804786 . 4608 . . [6.1.7600.16385] ..
c:\windows\winsxs\wowb4_microsoft-windows-w. .nfrastructure-other_31bf3856ad364e35_6.

1 7600.16385_none_6ace%67456cc40b\ws2help. d11
f?] 2011-02-26 . E38899074D4951D3184040E994bD7C8D . 2870784 .

[6.1.7600.16385]

c:\windows\winsxs\amd64mm1crosoft—windows—exp1orer_31bf3856ad3é4e35*6.1.7600.20916;n

one_ae7%d04acs6c4a9\explorer.exe
[7] 2011-02-26 . 0862495E0C825893DB75EF44FAEA8E93 . 2870272 .
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¢ \windows\winsxs\amd64_microsoft-windows-explorer_31bf3856ad364e35_6.1.7600.16768_n
one_adc24107935a7e25\explorer.exe
F71 2011-02-26 . 3B69712041F3D63605529BD66DCO0CA8 . 2871808 . . [6.1.7600,16385] ..
¢ : \windows\winsxs\amd64_microsoft-windows-explorer_31bf3856ad364e35_6.1.7601.21669_n
one_b0333b22a99da332\explorer.exe

[71 2011-02-25 . 332FEAB1435662FC6C672E25BEB37BE3 . 2871808 . . [6.1.7600.16385]
c:\windows\explorer.exe
{77 2011-02-25 . 332FEAB1435662FC6CH72E25BER37BE3 . 2871808 . . [6.1.7600.16385]

c:\windows\winsxs\amd64_microsoft-windows-explorer_31bf3856ad364e35.6.1.7601.17567_n
one_afta79dc39081dCba\explorer. exe

[7]1 2010-11-20 . AC4C51EB24AA95B77F705AB159189E24 . 2872320 . . {6.1.7600.16385] ..
c:\windows\winsxs\amd64_microsoft-windows-explorer_31bf3856ad364e35_6.1.760L.17514_n
one_aftdaac81905bT900\explorer, exe

[7] 2009-10-31 . BBEC4BD49CESFG6FC457721BFC210B67F . 2870272 . . [6.1.7600.16385] ..
c:\windows\winsxs\amd64_microsoft-windows-explorer_31bf3856ad364e35_6.1.7600.20563_n
one_aed6d6aeac7ca7c7\explorer.exe

{77 2009-10-31 . 9AAAECBDACZ27AAL7BOS3EG352AD233AE . 2870272 . . [6.1.7600.16385] ..
c:\windows\winsxs\amd64_microsoft-windows-explorer_31bf3856ad364e35_6.1.7600.16450_n
one_adc508119359a007\explorer.exe

[7] 2009-08-03 . 700073016DACIC3D2E7E2CE4223334B6 . 2868224 . . [6.1.7600.16385] ..
c: \windows\winsxs\amd64_microsoft-windows-explorer_31bf3856ad364e35_6.1.7600.20500.n
one_ae84b558ac4ehdlc\explorer.exe

[7] 2009-08-03 . FL70BR4A061C9EQ026437B1938B4D571799 . 2868224 . . [6.1.7600.16385] ..
c:\windows\winsxs\amd64_microsoft-windows-explorer_31bf3856ad364e35_6.1.7600.16404_n
one_adffl19bh5932d7%ae\explorer.exe

[7]1 2009-07-14 . €235A51CB740E45FFAQEBFBOBAFCDAGY . 2868224 . . [6.1.7600.16385] ..
c:\windows\winsxs\amd64_microsoft-windows-explorer_31bf3856ad364e35_6.1.7600.16385_n
one_ada998b9936d7566\explorer.exe

E?] 2009-07-14 . 2E2C937846A0B8789E5E91739284D17A . 427008 ., . [6.1.7600.16385] ..
c: \windows\winsxs\amd64_microsoft-windows-registry-editor_31bf3856ad364e35_6.1.7600.
16385_none_5023a70bf58%ad3e\regedit.exe

[7] 2009-07-14 . 2E2C937846A0B8789E5E91739284D17A . 398336 . . [6.1.7600.16385]
c:\windows\regedit.exe

E?} 2010-11-20 . 928CF7268086631F54C3D8E17238C6DD . 1414144 . . [6.1.7600.16385]
¢ \windows\Syswow64\ole32.d11

[7] 2010-11-20 . 928CF7268086631F54C3D8E17238Cc6DD . 1414144 . . [6.1.7600.16385]

¢ \windows\winsxs\x86_microsoft-windows-com-base-qfe-ole32_31bf3856ad364e35_6.1.7601
.17514_none_aez2511475093798f\0le32.d11

[7] 2010-06-29 . E2C2D8C982316C8ABFB00C6CE3F28FAB . 1413632 . . [6.1.7600.16624] ..
¢ \windows\winsxs\x86_microsoft-windows-com-base-qfe-ole32_31bT3856ad364e35_6.1.7600
.16624_none_ac33e26f53752c6d\ole32.d11

[7] 2010-06-29 . 40E6BF57F6A923038B94C07387118089 . 1414144 . . [6.1.7600.20744] ..
c:\windows\winsxs\x86_microsoft-windows-com-base-gfe-ole32_31bhf3856ad364e35_6.1.7600
.20744_none_aca7df626ca30419\01e32.d11

[7] 2009-07-14 . 4ACB903AD16938584918907358CBDO9E4 . 1412608 . . [6.1.7600.16385] ..
c:\windows\winsxs\x86_microsoft-windows-com-base-qfe-0le32_31bf3856ad364e35_6.1.7600
.16385_none_abf3fd7f53a4f5f5\01e32.d11

t?} 2012-11-22 . 011B7A81E28C748D7631CF3D72323DD2 . 627712 . . [1.0626.7600.17174]

&;\windows\winsxs\x86“microsoft-windows~usp_31bf3856ad364e35_6.1.7600.17174_none_acd
a843fbh9c8dfaa\uspi0.dili
[7] 2012-11-22 . CAGR408922B02EBDI55A2967C7CBF8CE . 626688 . . [1.0626.7601.22171]

é:\windows\winsxs\x86_microsoft—windows—uspm31bf3856ad364e35_6.1.7601.22171_none_af4
77118d00T9c82\uspl0.d11
[7] 2012-11-22 . 36CDB8DGERCEG468BBEEB8BF175980F53 . 626688 . . [1.0626.7600.21379]

&;\windows\winsxs\x86_microsoftmwindows—usp_31bf3856ad364e35_6.1.7600.21379_nonemad6

92462d2elfhde\uspl0.dl

[71 2012-11-22 . B7230010D97787AF3D25E4C82F2B06BY . 626688 . . [1.0626.7601.18009]
Page 23




ComboFix
.. c:\windows\Syswowe4\uspl0.d11
[7] 2012-11-22 . B7230010D97787AF3D25E4C82F2B0O6BY . 626688 . . [1.0626.7601.18009]

¢ :\windows\winsxs\x86_mi crosoft-windows-usp_31bf3856ad364e35_6.1,7601.18009_none_afl
19411b6b203d9\uspl0.d11
[7] 2010-11-20 . BOAAAAFEBB3AD5F49334DD906BCBIDES . 626176 . . [1.0626.7601.17514]

éE\windows\winsxs\x86_m1crosoft-windows—usp“3lbf3856ad364e35_6.1.7601.17514_n0ne_af0
le2t9b6be7939%\uspl0.d11
[7] 2009-07-14 . 0BA19F3198C40AC4ESCCHBEEQN2EDAGCG . 627200 . . [1.0626.7600,16385]

E;\windows\winsxs\x86_microsoft—windows—usp_SleSB56ad364e35_6.1.7600.16385_none_acd
0ct31b9ctT59f\uspl0.dli

t?] 2009-07-14 . 9C67F6BBDA3881CFD0O2095160CFI1576 . 4608 . . [6.1.7600.16385]
c:\windows\Syswow64\ksuser.dl1
[7] 2009-07-14 . 9C67F6BBDA3EBLICFD0O2095160CF91576 . 4608 . . [6.1.7600.16385]

c:\windows\winsxs\x86_microsoft-windows-d. .tshow-kernelsupport_31bf3856ad364e35_6.1.
7600.16385_none_e7d727ff89tda02\ksuser.dl1

[71 2009-07-14 . 9C67F6BBDA3881CFD02095160CFO1576 . 4608 . . [6.1.7600.16385] ..
c:\windows\winsxs\x86_microsoft-windows-d. .tshow-kernelsupport_31bf3856ad364e35_6.1.
7601.17514_none_ea090647158e5d9c\ksuser.di

f?] 2009-07-14 . 4A3CDCEF8ED41B221F3DBEFS5792FB52D . 8704 . . [6.1.7600.16385]
c:\windows\Syswowe4\ctfmon. exe
[7] 2009-07-14 . 4A3CDCEFS8ED41B221F3DBEF5792FB52D . 8704 . . [6.1.7600.16385]

c:\windows\winsxs\xSG_microsoft—windows—t..cesframework—ctfmon_31bf3856ad364e3§;6.1.
7600, 16385..none_9d06e2f6T1e51F98\ctfmon.exe

f?] 2010-11-20 . 414DA952A35BF5D50192E28263840577 . 328192 . . [6.1.7600.16385]
c:\windows\Syswowe4\shsvcs.d11
71 2010-11-20 . 414DA952A35BF5D50192E28263B40577 . 328192 . . [6.1.7600.16385]

c:\windows\winsxs\wow64_microsoft-windows-shsvcs_31bf3856ad364e35_6.1.7601.17514_non
e_35ab0ceb67ede3le\shsvcs.dil

f71 2009-07-14 . CD2E48FASB29EE2B3B5858056D246EF2 . 328192 . . [6.1.7600.16385] ..

¢ \windows\winsxs\wowb4_microsoft-windows-shsvcs_31bf3856ad364e35_6.1.7600.16385_non
e_3379f9236aff5T84\shsves.dil

i?} 2009-07-14 . 1BABZ2E5A40064ED5F7791AC5946A90F3 . 4608 . . [6.1.7600.16385] ..
c:\windows\Syswowe4\msimg32.d11
[7] 2009-07-14 . 18ABZE5A40064ED5F7791AC5946A90F3 . 4608 . . [6.1.7600, 16385} -

c:\windows\winsxs\x86_microsoft-windows-gdi-painting_ 31bf3856ad364e35 6.1.7600.16385
_hone_77422e3e7d5fa732\msimg32.d11

i?] 2009-07-14 . 50BA656134F78AF64E4DD3C8B6FEFD7E . 12288 . . [6.1.7600.16385]
c:\windows\Ssyswowe4\cngaudit.d1l
£7] 2009-07-14 . 50BA656134F78AFG4E4DD3C8B6FEFD7E . 12288 . . [6.1.7600.16385]

c:\windows\winsxs\xSG_microsoft—windows-cngaudit~d11_31bf3856ad364e35_6.1.7600.16385
_none_e83a414890e8132b\cngaudit.dl]}

f?] 2009-07-14 . B5C5DCAD3899512020D1356001290665 . 96256 . . [6.1.7600.16385]
c: \windows\Syswowe4d\wininit.exe
[7] 2009-07-14 . B5C5DCAD3899512020D01356001290665 . 96256 . . [6.1.7600.16385]

c:\windows\winsxs\x86_microsoft-windows-wininit_31bT3856ad364e35_6.1.7600. 16385'ﬁone
_30c90ef265a43cl3\wininit.exe

[73 2009-07-14 . Al£91B5R5273573FC132B6B3ES50BSEG . 19456 . . [6.1.7600.16385]
c:\windows\Syswowe4\ias.dl1
[71 2009-07-14 . ALlE91B5B5273573FC132B683ES50B5EG . 19456 . . [6.1.7600.16385]

¢ :\windows\winsxs\x86_microsoft-windows-n. .jon_service_runtime_31bf3856ad364e35_6.1.

7600.16385_none_f8d730c7a3d2d889\ias.d11

{71 2009-07-14 . AIE91B5B5273573FC132B683E550B566 . 19456 . . [6.1.7600.163851 ..

c:\windows\winsxs\x86_microsoft-windows-n..ion_service_runtime_31bf3856ad364e35_6.1.
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7601.17514_none_fb08448falc85c23\ias.dl]

E?} 2010-11-20 12:19 . AB2EB3745B03AEG7AB241A82338DEA7B . 954288 . . [4.1.6140]
¢ \windows\Syswow64\mfc40u.d11
£71 2010-11-20 12:19 . AB9ER3745R03AEG7AR241A82338DEA7B . 954288 . . [4.1.6151]

¢ :\windows\winsxs\x86_microsoft-windows-mfc40u_31bT3856ad364e35.6.1.7601.17514_none_
f51a7bt0b3d25294\mfcd40u.dl]

[71 2010-08-31 04:32 . 1B3A500340AC40F08D03A2C45213A17D . 954288 . . [4.1.6151] ..

¢ \windows\winsxs\x86_microsoft-windows-mfc40u_31bf3856ad364e35_6.1.7600.16666_none_
F3000dTchbed2a7ed\mfc40u.d11

[7] 2010-08-31 (04:25 . A716981A8BB41F4149203687EE2DIBES . 954288 . . [4.1.6151] ..
c:\windows\winsxs\x86_microsoft-windows-mfc40u_31bf3856ad364e35_6.1.7600.20791_none_
3643991d00d1cce\mfc40u.d1l

{77 2009-07-14 01:15 . FB742FC61BECBDAOZA406725197E93AE . 924944 . . [4.1.6140] ..
¢:\windows\winsxs\x86_microsoft-windows-mfc40u_31bf3856ad364e35_6.1.7600.16385_none_
f2e96828b6e3cefa\mfc40u.dll

E?} 2013-08-29 . EB6BZFBS5EE(Q7337C8B4F3A16CBCI8BE3 . 3973568 . . [6.1.7601.22436] ..
¢ \windows\winsxs\x86_microsoft-windows-os-kernel_31bf3856ad364e35_6.1.7601.22436_no
ne_teadae7t2b915520\ntkrnlpa.exe

E?} 2009-07-14 . 833FBB672460EFCEB011D262175FAD33 . 266752 . . [6.1.7600.16385]
C:\windows\Syswowb4\upnphost.dl]
[7] 2009-07-14 . 833FBB672460EFCEB011D262175FAD33 . 266752 . . [6.1.7600.16385]

c:\wﬁndows\winsxs\wow64_microsoft~window5wupnpdevicehost_31bf3856ad364e35m6.l.766@.1
6385_none_2831d06e3295¢ch671\upnphost.dil

i?] 2009-07-14 . OE85C11F8850D524B02181C6E02BAIAE . 453632 . . [6.1.7600.16385]
c: \windows\Syswowé4\dsound.d11
[71 2009-07-14 . 0E85¢11F8850D0524B02181C6EQ2RA9AE . 453632 . . [6.1.7600.16385]

¢ :\windows\winsxs\x86_mi crosoft-windows-audio-dsound_31bFf3856ad364e35_6.1.7600.16385
_none_5872147ba3367471\dsound.d11

E?} 2010-11-20 . 6EFSF3F18413C367195F06E503AR86A6 . 1828352 . . [6.1.7601.17514]
¢ \windows\syswow64\d3d9.d11
[71 2010-11-20 . 6EF5F3F18413C367195F06E503AB86A6 . 1828352 . . [6.1.7601.17514]

c:\windows\winsxs\x86_microsoft-windows-directx-direct3d9_31ibf3856ad364e35_6.1.7601.
17514_none_c454d690bf08404\d3d9.d11
£7] 2009-07-14 . 7459301D21C2E21468823F73042D9F87 . 1826816 . . [6.1.7600.16385] ..
c:\windows\winsxs\x86_microsoft-windows-directx-direct3d9_31bf3856ad364e35_6.1.7600.
16385_none_c223c2c8c219ch6a\d3d9.d11

i?] 2009-07-14 . 198552AEFECAG9D64686G7ECED792DEDS . 531968 . . [6.1.7600.16385]
c:\windows\Syswowée4\ddraw.d11
{71 2009-07-14 . 198552AEFECAGOD646867ECED792DEYS . 531968 . . [6.1.7600.16385]

c:\windows\winsxs\x86_m1crosoft—windows—directx—directdraw_31bf3856ad364e35_6.1.?600
.16385_none_.04dbf9102154d42e\ddraw. d11

E?} 2010-11-20 12:20 . 703FFD301AB900B047337C5D40FD6F96 . 90112 . . [6.1.7601.17514]
.. cA\windows\Syswowed\olepro32.dill
[7] 2010-11-20 12:20 . 703FFD301AB900B047337C5D40FD6F96 . 90112 . . [6.1.7601.17514]

c: \w1ndows\w1nsxs\x86 microsoft-windows-ole-automation-legacy_31bf3856ad364e35_6.1.7
601.17514 _none_3clb247e5Ff65T89\olepro32.dl]
£71 2009-07-14 01:16 . C104SQDBDC2099C5A8428CB7DS7DBS5F . 90112 . . [6.1.7600.16385]

c:\windows\winsxs\xSG_microsoft—windows—o1e—automation—?egacy_31bf3856ad364e35_6.1.7
600.16385_none_39eal0b66307dbef\olepro32.dli

t?] 2009-07-14 . EDDZ2AD141DEBRD425D74A52A4D7BEGACE . 39424 . . [6.1.7600.16385]7 ..
c: \windows\Syswowb4\perfctrs.dil
[771 2009-07-14 . EDD2ADI41DEBDA25D74A52A4D7BEGACS . 39424 . . [6.1.7600.16385]

¢:\windows\winsxs\wowb4_microsoft-windows-p..ormancebasecounters_ 31bf38563d364e3§ 6.
Page 25




ComboFix
1.7600.16385_none_97bcd9bcab2b9b3a\perfctrs.dl}

i?] 2009-07-14 . 702254574e7E52052DE39408457B7149 . 21504 . . [6.1.7600.16385]
¢:\windows\Syswowb4\version.dl]
{71 2009-07-14 . 702254574E7E52052DE3940845787149 . 21504 . . {6.1.7600.16385]

c:\windows\winsxs\xSG_microsoft—windows—version_31bf3856ad364e35_6.1.7600.16385;ﬁone
_14d4a552b2395165\version.dl]

[7] 2014-03-01 . 3A3BEAS3F039CE2E997A918E26E30B1D . 808152 . . [11.00.9600.16521] ..
c: \windows\winsxs\wowb4_microsoft-windows-1i..etexpliorer-optional_31bf3856ad364e35_11
.2.9600.16521_none_8557e945F73c23ff\iexplore.exe

[7] 2014-02-06 . 4263F6C131E513CEAIAEB82B5B81A4E1A . BOB152 . . [11.00.9600.16518]

¢ \windows\winsxs\wowb4_microsoft-windows-1i..etexplorer-optional_31bf3856ad364e35_11
.2.9600.16518_none_85564983f73dbelf\iexplore.exe

[7] 2013-12-03 . CBA8321292A45980A17FB39A782A5C74 . 806096 . . [11.00.9600.16428] ..
c:\windows\winsxs\wowb4_microsoft-windows-i..etexplorer-optional.31bf3856ad364e35_11
.2.9600.16428_none_856219h91734bb75\1explore.exe

[7] 2013-10-12 . D7D5768BBA6Y7FCBAEE2CFEL37070F02 . 770736 . . [10.00.9200.16736]
c:\windows\winsxs\wow64_microsoft-windows-i..etexplorer~optional_31bf3856ad364e35_10
.2.9200.16736_none_20cf8eca52a9f8f0\iexplore.exe

[7] 2013-10-12 . 9pFE1G78738DD968D7BAS559R52706D1 . 770736 . . [10.00.9200.20848] ..
c: \windows\winsxs\wowb4_microsoft-windows-1i..etexplorer-optional_31hf3856ad364e35_10
.2.9200.20848_none_09f7eafc6c58c12f\iexplore.exe

[7] 2013-09-23 . DB352EBF77EB655E0C46B6923F3C9950 . 770648 . . [10.00.9200. 208307 ..
¢ \windows\winsxs\wowb4_microsoft-windows-1i..etexplorer-optional_31bf3856ad364e35_10
.2.9200.20831_none_09f78a2a6c58f471\iexplore.exe

[7] 2013-09-22 . D6B7DDBGR4A3GF13C3CAE2B92524F1FEC . 770648 . . [10.00.9200.16720] ..

¢ :\windows\winsxs\wow64_microsoft-windows-1i..etexplorer-optional_31bf3856ad364e35_10
.2.9200.16721_none_20ct006852aa5f74\iexplore.exe

[71 2013-08-10 . 48A1306191216997F717C45188D15139 . 770648 ., . [10.00.9200.20794]

¢ :\windows\winsxs\wow64_microsoft-windows-i..etexplorer-optional_31bf3856ad364e35_10
.2.9200.20794_none_0a08177a6c4bbd6d\iexplore.exe

[71 2013-08-10 . 37287D98AI1BF5D56AA729CEBOR27C6RT . 770648 . . [10.00.9200.16686] ..

c: \windows\winsxs\wowb4_microsoft-windows-i..etexplorer-optional_31bf3856ad364e35_10
.2.9200.16686_none_20df6028529d5hh2\iexplore.exe

[71 2013-07-26 . E70DG60B3A350BDO9DB6CDADICFSSF36B . 770648 , . [10.00.9200.20768]

¢ \windows\winsxs\wowb4_microsoft-windows-1i..etexplorer-optionat_31bf3856ad364e35_10
.2.9200.20768_none_0a04bb7c6cded7ec\iexplore.exe

(71 2013-07-26 . 7BAl862BBASGI8DCSFCFDFF3IBC359DEYS . 770648 . . [10.00.9200.16660] ..
c:\windows\winsxs\wowb4_microsoft-windows-1i..etexplorer-optional_31bf3856ad364e35_10
.2.9200.16660_none_20dde844529%e8f3e\iexplore.exe

{71 2013-07-13 . 30E7CA4620500FEQ12EB464FOEIDESLE . 770648 . . [10.00.9200.16635] ..
¢ \windows\winsxs\wow64_microsoft-windows-i..etexplorer-optional_31bf3856ad364e35_10
.2.9200.16635_ncne_20da757e52alc35e\iexplore.exe

[7] 2013-07-10 . EE12BA876C4190532A4085994BA9R616 . 757400 . . [9.00.8112.16496] ..

¢ :\windows\winsxs\wow64_microsoft-windows-i..etexplorer-optional_31bf3856ad364e35_9.

4.8112.16496_none_17629%6ebb4fe8ec4\iexpliore.exe

[7] 2013-03-04 . 050A612C1CEOC7095CADGAEA32CS70DB . 672928 . . [8.00.7600.21484] ..
c: \windows\winsxs\wowb4_microsoft-windows-i..etexplorer-optional_31bf3856ad364e35_8.

0.7600.21484_none_1a42c5438bT82907\iexpiore.exe

[7] 2013-03-02 . 58D926F3B2113BF849162C9C26FE21DC . 672912 . . [8.00.7600.17267]

¢ \windows\winsxs\wow64_microsoft-windows~1i..etexplorer-optional_31bf3856ad364e35_8.

0.7600.17267_none_19d1c74872c7a039\iexplore.exe

t?] 2009-07-14 . 5A12C364ADID4FCCOADOESGDEBC34462 . 16896 . . [6.1.7600.16385]
c: \windows\Syswow64\midimap.dil
[7] 2009-07-14 . 5A12C364AD1D4FCCOADOESGDBBC34462 . 16896 . . [6.1.7600.16385]

c:\windows\winsxs\x86_microsoft~windows—audio—mmecore—other_31bf3856ad364e35_6.i:760
0.16385_none_8cd41e2771e37717\midimap.dl1

i?] 2009-07-14 . EDGEE83D61EBC683C2CDS8EBI9EAGFEBE . 11776 . . [6.1.7600.16385]
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c:\windows\Syswowe4\rasadhlp.d11
[7] 2009-07-14 . ED6EE83D61EBC683C2CDBEBIYEAGFERBE . 11776 . . [6.1.7600.16385] ..
c: \windows\winsxs\wow64_microsoft-windows-rasautodial_31bf3856ad364e35.6.1.7600.1638
5_none_7623%afb364e805\rasadhlp.dil

f?] 2009-07-14 . EESCB8E27C37B79CB54A2FCEEED2DC262 . 9216 ., . [6.1.7600.16385]
¢ \windows\SyswOW64\WSHTCPIP.DLL
[7] 2009-07-14 . EE5C8E27C37B79CB54A2FCEEED2DC262 . 9216 . . [6.1.7600.16385]

c:\windows\winsxs\x86_microsoft—windows—winsock-he1per—tcp1p_31bf3856ad364e35_é:1.76
00.16385_none_ch895be592dblacb\WSHTCPIP.DLL

CCCCCCCLCCLCCCLCLCCCeLeLCCCeeCCCCLLL{ _ Rey Loading Points
IIIIININIDINNIIIIINIINIIINIIIIIIIIIIIIININIIINIIDD

“Note® empty entries & legit default entries are not shown
REGEDIT4

tHKEY_CURRENT_USER\SOFTWARE\Microsoft\windows\CurrentVersion\Run]
"SUPERANTISpyware"="c:\program files\SUPERAntiSpyware\SUPERAntiSpyware.exe"
[2014-01-20 6563608]

[HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\windows\Currentversion\Run]
"startccC"="c:\program files (x86)\ATI
Technologies\ATI.ACE\Core-static\CLIStart.exe" [2011-06-30 336384]
"APsDaemon"="c:\program files (x86)\Common Files\Apple\Apple Application
support\APSDaemon.exe" [2013-04-22 59720]

"quickTime Task"="c:\program files (x86)\qQuickTime\QTTask.exe" [2013-05-01 421888]
"Avastg%.exe"z"c:\program files\AVAST software\Avast\AvastUI.exe" [2014-04-06
385464

é:\users\srhutse]1\AppData\Roam1ng\Microsoft\windows\Start Menu\Programs\Startup\
procexp.exe [2013-8-16 2799296]

[HKEY_LOCAL_MACHINE\software\microsoft\windows\currentversion\policies\system]
"ConsentPromptBehaviorAdmin'= 5 (Ox5)

"consentPromptBehavioruser'= 3 (0x3)

"EnableulADesktopToggle”= 0 (0x0)

[hkey_local_machine\software\wow6432Node\microsoft\windows\currentversion\explorer\s
hellExecuteHooks]

" {SAE067D3-9AFB-48EQ-853A-EBB7F4AQ00DA} "= “"c:\program files

(x86) \SUPERANTI Spyware\SASSEH.DLL" [2008-05-13 77824]

[HKEY_LOCAL_MACHINE\software\microsofti\windows
nt\currentversion\winlogon\notify\!sAswinLagon]

2009-09-03 19:21 548352 ----a-w- c:\program files
(x86) \SUPERANTt1Spyware\SASWINLO.d11

tHKEY_LOCAL,MA@HINE\software\wow6432node\microsoft\windows
nt\currentversion\windows]
"LoadAppInit_DiLLs"=1 (Ox1)

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlset\Control\SafeBoot\Minimal\!SASCORE]
@mll n

R2 clr_optimization_v4.0.30319_64;Microsoft .NET Framework NGEN
v4,0.30319_X%64: c:\windows\Microsoft.NET\Framework64\v4.0,3031Rmscorsvw.exe; c:\windo
ws\Microsoft .NET\Framework64\v4.0.30319\mscorsvw.exe [x]
R2 initMonitor:windows Server Initialization Service;c:\program files\windows
server\Bin\SharedserviceHost.exe;c:\program files\Windows
Server\Bin\SharedserviceHost.exe [x]
R3
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aSWStm;as?Stm;c:\windows\system32\drivers\asttm.sys;c:\windows\SYSNATIVE\drivers\as
wstm.sys [x]

R3 IEEtwCollectorService;Internet Explorer ETW Collector
Ser¥1Ee;c:\w1ndows\systemBZ\IEEth011ector.exe;c:\w1ndows\SYSNATIVE\IEEtho11ector.e

xe [x

R3 RdpvideoMiniport;Remote Desktop Video Miniport _ )
Dr1ver;c:\w1qdows\system32\dr1vers\rdpv1deom1n1port.sys;c:\w1ndows\SYSNATIVE\dr1vers
\rdpvideominiport.sys [x] ) )

R3 SASENUM; SASENUM;c:\program files (x86) \SUPERANT1Spyware\SASENUM.SYS;C:\program

Files (x86)\SUPERANtiSpyware\SASENUM.SYS [x]

R3

TsUshF1t; TsusbF1t;c:\windows\system32\drivers\tsushflt.sys;c:\windows\SYSNATIVE\driv
ers\tsusbfit.sys [x] ) ) )

R3 watAdminsvc;windows Activation Technologies i )
Service;c:\windows\system32\wat\watadminsvc.exe;c:\windows\SYSNATIVE\Wat\watAdminsvc
.exe [x]

R4_arxfrsvc;windows Server Media Center TV Archive Transfer Service;c:\program
files\windows Server\Bin\Microsoft.HomeServer.Archive.Transferservice.exe;c:\program
files\windows Server\Bin\Microsoft.HomeServer.Archive.TransfTerService.exe [x]

SO aswRvrt;avast! Revert; [x]

SO aswvmm;avast! vM Monitor; [x]

sl
aswsnx;aswsnx;c:\windows\system32\drivers\aswsSnx.sys;c:\windows\SYSNATIVE\drivers\as

wsnx.sys [x]

Sl a . - -
astP%a?wSP;c:\w1ndows\system32\dr1vers\aSWSP.sys;c:\w1ndows\SYSNATIVE\dr1vers\aswsp
.sys [x

S1_SASDIFSV;SASDIFSV;c:\program fiTles\SUPERANTISpyware\SASDIFSV64.SYS;c: \program

T11es\SUPERANtiSpyware\SASDIFSV64.5Ys [x] )

S1 SASKUTIL;SASKUTIL;cC:\program 11es\SUPERANTISpyware\SASKUTIL64.5YS;C:\program

files\SUPERANt1 Spyware\SA$KUTI L64.sys [x]

S2 ISASCORE;SAS Core Service;c:\program ) )
E1}es\SUPERAnt1Spyware\SASCORE64.EXE;c:\program files\SUPERANtiSpyware\SASCORE64 .EXE
X

S2 AMD External Events Utility;AMD External Events ]
Utility;c:\windows\system32\atiesrxx.exe;c:\windows\SYSNATIVE\atiesrxx.exe [x]

52

aswMonF1t;aswMonF1t;c:\windows\system32\drivers\aswMonFlt.sys;c:\windows\SYSNATIVE\d

rivers\aswMonFlt.sys [x]

S2 DragonUpdater;COMODO Dragon Update Service;c:\program files

(x86)\Comodo\pPragon\dragon_updater.exe;c:\program files

(x86)\comodo\bragon\dragon_updater.exe [x]

52 HealthAlertssvc:windows Server Health Service;c:\program files\windows

Server\Bin\SharedservicetHost.exe;c:\program files\Windows

server\Bin\SharedserviceHost.exe [x]

52 LANConfig;windows Server LAN Configuration;c:\program files\windows

server\Bin\LANConfigSvc.exe;c:\program files\Windows Server\Bin\LANConfigSvc.exe [x]

s2 NotificationsProvidersvc:windows Server Notifications Provider Service;c:\program

files\Windows Server\Bin\SharedserviceHost.exe;c:\program files\Windows

Server\Bin\SharedserviceHost.exe [x]

s2 providers_system;windows Server Download Service;c:\program files\windows

server\Bin\SharedserviceHost.exe;c:\program files\windows

server\Bin\SharedserviceHost.exe [x]

s2 serviceProviderrRegistry;windows Server Service Provider Registry;c:\program

files\windows Server\Bin\ProviderRegistryservice.exe;c:\program files\Wwindows

server\Bin\ProviderRegistryService.exe [x]

s2 sgmProvidersvc;windows Server SQM Service;c:\program files\Windows

server\Bin\SharedsServiceHost.exe;c:\program Tiles\Windows

Sgrver\Bin\SharedServiceHost.exe Ix]

S

SSPORT;SS?O?T;C:\windows\system32\Dr1Vers\SSPORT.Sys;C:\windows\SYSNATIVE\Drivers\SS

PORT.sys [x

s2 whsMcClient;windows Server Media Center Client Service;c:\program files\windows
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server\Bin\whsMcClient.exe;c:\program files\Windows Server\Bin\WhsMcClient.exe [x]
S2 wsConnectorUpdate,;windows Server Connector Update;c:\program files\Windows
Server\Bin\wWSConnectorUpdate.exe;c:\program files\windows
Server\Bin\wsConnectorUpdate.exe {x]
S2 WSS_ComputerBackupProvidersSve;windows Server Client Computer Backup Provider
Service;c:\program files\windows Server\Bin\SharedServiceHost.exe;c:\program
f;1es\windows Server\Bin\SharedserviceHost.exe [x]
)
BackupReader;BackupReader;c:\windows\system32\DRIVERS\BackupReader. sys;c:\windows\SY
SNATIVE\DRIVERS\BackupReader.sys [x]
S3 RTLB167:Realtek 8167 NT
?river%ci\windows\system32\DRIVERS\Rt64W1n?.sys;c:\windows\SYSNATIVE\DRIVERS\Rt64win

.5ys [x

--- Other Services/Drivers In Memory ---

*NewlyCreated® - ASWMBR
*Deregistered® - aswMBR
*Deregistered® - PROCEXP152

éontents of the 'scheduled Tasks' folder

é014—04—10 c:\windows\Tasks\SUPERAntiSpyware Scheduled Task
501d43ed-97cc-46be-93a8-bta2ldc4efab. job
- c:\program files\SUPERAntTiSpyware\SASTask.exe [2011-05-04 17:52]

2014-04-10 c:\windows\Tasks\SUPERAhtiSpgware Scheduled Task
53e97ced-da88-404b-9dde-635c877baa69. jo
- c:\program files\SUPERANntiSpyware\SAsTask.exe [2011~05-04 17:52]

[HKEY_LOCAL_MACHINE\software\microsoft\windows\currentversion\explorer\shelliconover
Tayidentifiers\0Oavast]

@="{472083B0~-C522-11CF-8763-00608CC02F24}"
[HMKEY._CLASSES_ROOT\CLSID\{472083B0-C522-11CF-8763-00608CC0O2F24}]

2014-04-06 07:53 290888 -—---a-w- c:\program files\AVAST
software\Avast\ashshac4.d11

——————— Supplementary Scan -------

ubefault_Search_URL = hxxp://www.google.com/ie

uLocal Page = c:\windows\system32\blank.htm

mLocal Page = c:\windows\Syswow64\blank.htm

usearchAssistant = hxxp://www.google.com/ie

usearchuUrL, (Default) = hxxp://waw.google.com/search?q=%s

TE: Add to Google Photos Screensa&ver - c:\windows\system32\GPhotos.scr/200
IE: E&xport to Microsoft Excel - c:\progra~2\MICROS~I\OFFICE11\EXCEL.EXE/3000
TCP: Interfaces\{23E194A9-4AC7-436E-B26B-BAS0A034DC4AD}: NameServer =
8.8.8.8,192.168.0.199

FF - ProfilePath -
c:\users\srhutsell\AppData\Roaming\Mozilla\Firefox\Profiles\gzywid7h.defaulty
FF - prefs.js: browser.startup.homepage - hxxp://www.msn.com/

- — - - ORPHANS REMOVED - - - -

wowb432Node-HKLM-Run-tvncontrol - c:\program Tiles (x86)\Common
Files\COMODO\GeekBuddyRSP.exe
wow6432Node-HKU-Default-Runonce-SPReview - c:\windows\System32\SPReview\SPReview.exe
HKLM_wWow6432Node-ActiveSetup-{2D46B6DC-2207-486B-B523-A557E6D54B47} - start
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HKLM-Run-Launchpad - c:\program files (x86)\Windows Server\Bin\Launchpad.exe

e LOCKED REGISTRY KEYS —-—-———-—==—ommmmen e

[HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Control\Class\{4D36E96D-E325-11CE-BFC1-0Q800
2BEL10318}1\0000\AT1UsersSettings]

@enied: (A) (Users)

@enied: (A) (Everyone)

@Allowed: (B 1 2 3 4 5) (5-1-5-20)

"BTindpial"=dword: 00000000

"MScurrentCountry'=dword:000000b5

I‘:HKEY__LOCAL__MACHIN E\SYSTEM\Controlset001\Control \PCW\Security]
@penied: (Full) (Everyone)

Com lTetion time: 2014-04-10 03:39:07
ComboFix-quarantined-files.txt 2014-04-10 07:39

Pre-Run: 574,099,951,616 bytes free
Post-Run: 573,760,569,344 bytes free

. — End Of File - - 2A6631FDAC49726D21D5F91CD163D930
A3BC5E4F47E84449FFO7ED3517B43A31
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