Smitfraud-C.generic: [SBI $5926A588] Executable (File, nothing done)
C:\Windows\svchost.exe
Properties.size=20480
Properties.md5=2CEFF13ACE25A40BD8D97654944297CD
Properties.filedate=1247534086
Properties.filedatetext=2009-07-13 17:14:45

Log: Activity: ntbtlog.txt (Backup file, nothing done)
C:\Windows\ntbtlog.txt

Log: Install: setupact.log (Backup file, nothing done)
C:\Windows\setupact.log

Gabest Media Player Classic: [SBI $E81D76E1] Last captured file (Registry change, nothing done)
HKEY_USERS\S-1-5-21-3964745361-1973383320-2877571132-1000\Software\Gabest\Media Player Classic\Capture\FileName

Gabest Media Player Classic: [SBI $A8B11633] Recent file list (2 files) (Registry key, nothing done)
HKEY_USERS\S-1-5-21-3964745361-1973383320-2877571132-1000\Software\Gabest\Media Player Classic\Recent File List

Adobe FlashPlayer Cookies: [SBI $065CE2DC] Text file () (File, nothing done)
C:\Users\DLee\AppData\Roaming\Macromedia\Flash Player\#SharedObjects\AY7ZSN5J\images-na.ssl-images-amazon.com\mercury.sol
Properties.size=69
Properties.md5=5EE0340FA4EEF4126896B411C5029BD8
Properties.filedate=1328412068
Properties.filedatetext=2012-02-04 19:21:07

Adobe FlashPlayer Cookies: [SBI $065CE2DC] Text file () (File, nothing done)
C:\Users\DLee\AppData\Roaming\Macromedia\Flash Player\#SharedObjects\AY7ZSN5J\mail.google.com\wakeup.sol
Properties.size=37
Properties.md5=FAEBF828D6C5D158230E0778B228B291
Properties.filedate=1328514876
Properties.filedatetext=2012-02-05 23:54:35

Adobe FlashPlayer Cookies: [SBI $065CE2DC] Text file () (File, nothing done)
C:\Users\DLee\AppData\Roaming\Macromedia\Flash Player\#SharedObjects\AY7ZSN5J\s.ytimg.com\soundData.sol
Properties.size=49
Properties.md5=5E3232F5A61F66F7BAAE600A9EEB193D
Properties.filedate=1328422475
Properties.filedatetext=2012-02-04 22:14:35

Adobe FlashPlayer Cookies: [SBI $065CE2DC] Text file () (File, nothing done)
C:\Users\DLee\AppData\Roaming\Macromedia\Flash Player\#SharedObjects\AY7ZSN5J\s.ytimg.com\videostats.sol
Properties.size=199
Properties.md5=27DFE7F492326D4D14905FA9A10A909F
Properties.filedate=1328473217
Properties.filedatetext=2012-02-05 12:20:17

Adobe FlashPlayer Cookies: [SBI $065CE2DC] Text file () (File, nothing done)
C:\Users\DLee\AppData\Roaming\Macromedia\Flash Player\#SharedObjects\AY7ZSN5J\seal.buysafe.com\buySAFE.com.sol
Properties.size=83
Properties.md5=887E121184A512EB17F5B42C4A361531
Properties.filedate=1328414741
Properties.filedatetext=2012-02-04 20:05:41

Adobe FlashPlayer Cookies: [SBI $065CE2DC] Text file () (File, nothing done)
C:\Users\DLee\AppData\Roaming\Macromedia\Flash Player\#SharedObjects\AY7ZSN5J\www.hulu.com\BeaconService.sol
Properties.size=88
Properties.md5=F7C258BC98342876B004D002D4C6DC58
Properties.filedate=1328439184
Properties.filedatetext=2012-02-05 02:53:04

Adobe FlashPlayer Cookies: [SBI $065CE2DC] Text file () (File, nothing done)
C:\Users\DLee\AppData\Roaming\Macromedia\Flash Player\#SharedObjects\AY7ZSN5J\www.hulu.com\ContentPlayback.sol
Properties.size=118
Properties.md5=7E64155002A2C215C424E6A1844DA79B
Properties.filedate=1328439285
Properties.filedatetext=2012-02-05 02:54:44

Adobe FlashPlayer Cookies: [SBI $065CE2DC] Text file () (File, nothing done)
C:\Users\DLee\AppData\Roaming\Macromedia\Flash Player\#SharedObjects\AY7ZSN5J\www.hulu.com\MastheadSponsor.sol
Properties.size=63
Properties.md5=BB340F121F0C73917150BA64B62B1FE3
Properties.filedate=1328436081
Properties.filedatetext=2012-02-05 02:01:21

Adobe FlashPlayer Cookies: [SBI $065CE2DC] Text file () (File, nothing done)
C:\Users\DLee\AppData\Roaming\Macromedia\Flash Player\#SharedObjects\AY7ZSN5J\www.hulu.com\NewSitePlayer.sol
Properties.size=428
Properties.md5=12455F7ACBC7F11F75849146DCDBFE76
Properties.filedate=1328439185



Properties.filedatetext=2012-02-05 02:53:05

Adobe FlashPlayer Cookies: [SBI $065CE2DC] Text file () (File, nothing done)
C:\Users\DLee\AppData\Roaming\Macromedia\Flash Player\#SharedObjects\AY7ZSN5J\www.hulu.com\NewSitePlayerCP.sol
Properties.size=208
Properties.md5=DB8CEE1C90A4D742CE154A48B1E48FEA
Properties.filedate=1328439285
Properties.filedatetext=2012-02-05 02:54:44

Adobe FlashPlayer Cookies: [SBI $065CE2DC] Text file () (File, nothing done)
C:\Users\DLee\AppData\Roaming\Macromedia\Flash Player\#SharedObjects\AY7ZSN5J\www.hulu.com\OVPMetricsProvider.sol
Properties.size=65
Properties.md5=FD7DF28A9A309CEA3F50BEABDDC58B2B
Properties.filedate=1328439285
Properties.filedatetext=2012-02-05 02:54:45

Adobe FlashPlayer Cookies: [SBI $E17C7B50] Text file () (File, nothing done)
C:\Users\DLee\AppData\Roaming\Macromedia\Flash Player\#SharedObjects\AY7ZSN5J\us-st.xhamster.com\xhplayer2.swf\dat.sol
Properties.size=41
Properties.md5=47703BEA1F9DB1208213CFE543EC2D50
Properties.filedate=1328441039
Properties.filedatetext=2012-02-05 03:23:58

Adobe FlashPlayer Cookies: [SBI $E17C7B50] Text file () (File, nothing done)
C:\Users\DLee\AppData\Roaming\Macromedia\Flash Player\#SharedObjects\AY7ZSN5J\www.hulu.com\cram.swf\cramjs.sol
Properties.size=278
Properties.md5=4F75C37597C4E41B24B40E4A82846D9C
Properties.filedate=1328439184
Properties.filedatetext=2012-02-05 02:53:04

MS Management Console: [SBI $ECD50EAD] Recent command list (1 files) (Registry key, nothing done)
HKEY_USERS\S-1-5-21-3964745361-1973383320-2877571132-1000\Software\Microsoft\Microsoft Management Console\Recent File List

MS Direct3D: [SBI $7FB7B83F] Most recent application (Registry change, nothing done)
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Direct3D\MostRecentApplication\Name

MS Direct3D: [SBI $C2A44980] Most recent application (Registry change, nothing done)
HKEY_USERS\.DEFAULT\Software\Microsoft\Direct3D\MostRecentApplication\Name

MS Direct3D: [SBI $C2A44980] Most recent application (Registry change, nothing done)
HKEY_USERS\S-1-5-21-3964745361-1973383320-2877571132-1000\Software\Microsoft\Direct3D\MostRecentApplication\Name

MS Direct3D: [SBI $C2A44980] Most recent application (Registry change, nothing done)
HKEY_USERS\S-1-5-18\Software\Microsoft\Direct3D\MostRecentApplication\Name

MS DirectDraw: [SBI $EB49D5AF] Most recent application (Registry change, nothing done)
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\DirectDraw\MostRecentApplication\Name

MS DirectDraw: [SBI $EB49D5AF] Most recent application (Registry change, nothing done)
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\DirectDraw\MostRecentApplication\Name

MS Regedit: [SBI $C3B62FC1] Recent open key (Registry change, nothing done)
HKEY_USERS\S-1-5-21-3964745361-1973383320-2877571132-1000\Software\Microsoft\Windows\CurrentVersion\Applets\Regedit\LastKey

Windows: [SBI $1E4E2003] Drivers installation paths (Registry change, nothing done)
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Setup\Installation Sources

Windows: [SBI $1E4E2003] Drivers installation paths (Registry change, nothing done)
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Setup\Installation Sources

Windows.OpenWith: [SBI $F7204896] Open with list - .AVI extension (2 files) (Registry key, nothing done)
HKEY_USERS\S-1-5-21-3964745361-1973383320-2877571132-1000\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.AVI\OpenWithList

Windows Explorer: [SBI $7308A845] Run history (2 files) (Registry key, nothing done)
HKEY_USERS\S-1-5-21-3964745361-1973383320-2877571132-1000\Software\Microsoft\Windows\CurrentVersion\Explorer\RunMRU

Windows Media SDK: [SBI $37AAEDE6] Computer name (Registry change, nothing done)
HKEY_USERS\S-1-5-21-3964745361-1973383320-2877571132-1000\Software\Microsoft\Windows Media\WMSDK\General\ComputerName

Windows Media SDK: [SBI $CAA58B6E] Unique ID (Registry change, nothing done)
HKEY_USERS\S-1-5-21-3964745361-1973383320-2877571132-1000\Software\Microsoft\Windows Media\WMSDK\General\UniquelD

Windows Media SDK: [SBI $BACCDODA] Volume serial number (Registry value, nothing done)
HKEY_USERS\S-1-5-21-3964745361-1973383320-2877571132-1000\Software\Microsoft\Windows Media\WMSDK\General\VolumeSerialNumber

History: [SBI $49804B54] History (2) (History, nothing done)

Cookie: [SBI $49804B54] Cookie (32) (Cookie, nothing done)



History: [SBI $49804B54] History (41) (History, nothing done)

--- Spybot - Search & Destroy version: 1.6.2 (build: 20090126) ---

2009-01-26 blindman.exe (1.0.0.8)
2009-01-26 SDFiles.exe (1.6.1.7)
2009-01-26 SDMain.exe (1.0.0.6)
2009-01-26 SDShred.exe (1.0.2.5)
2009-01-26 SDUpdate.exe (1.6.0.12)
2009-01-26 SDWinSec.exe (1.0.0.12)
2009-01-26 SpybotSD.exe (1.6.2.46)
2009-03-05 TeaTimer.exe (1.6.6.32)
2011-03-19 unins000.exe (51.49.0.0)
2009-01-26 Update.exe (1.6.0.7)
2009-11-04 advcheck.dll (1.6.5.20)
2007-04-02 aports.dll (2.1.0.0)
2008-06-14 DelZip179.dll (1.79.11.1)
2009-01-26 SDHelper.dll (1.6.2.14)
2008-06-19 sqlite3.dll

2009-01-26 Tools.dll (2.1.6.10)
2009-01-16 UninsSrv.dll (1.0.0.0)
2012-01-16 Includes\Adware.sbi (*)
2012-01-31 Includes\AdwareC.sbi (*)
2010-08-13 Includes\Cookies.sbi (*)
2010-12-14 Includes\Dialer.sbi (*)
2011-11-29 Includes\DialerC.shi (*)
2012-01-31 Includes\HeavyDuty.sbi (*)
2011-03-29 Includes\Hijackers.sbi (*)
2011-10-04 Includes\HijackersC.sbi (*)
2010-09-15 Includes\iPhone.shi (*)
2010-12-14 Includes\Keyloggers.sbi (*)
2012-01-24 Includes\KeyloggersC.sbi (*)
2004-11-29 Includes\LSP.sbi (*)
2012-01-10 Includes\Malware.sbi (*)
2012-01-31 Includes\MalwareC.sbi (*)
2011-02-24 Includes\PUPS.sbi (*)
2011-12-27 Includes\PUPSC.sbi (*)
2010-01-25 Includes\Revision.sbi (*)
2011-02-24 Includes\Security.sbi (*)
2011-12-13 Includes\SecurityC.sbi (*)
2008-06-03 Includes\Spybots.shi (*)
2008-06-03 Includes\SpybotsC.shi (*)
2012-01-17 Includes\Spyware.sbi (*)
2012-01-17 Includes\SpywareC.sbi (*)
2010-03-08 Includes\Tracks.uti (*)
2011-09-28 Includes\Trojans.sbhi (*)
2012-01-31 Includes\TrojansC-02.shi (*)
2012-01-30 Includes\TrojansC-03.sbi (*)
2012-01-30 Includes\TrojansC-04.shi (*)
2012-01-30 Includes\TrojansC-05.sbi (*)
2012-01-30 Includes\TrojansC.sbi (*)
2008-03-04 Plugins\Chai.dll
2008-03-05 Plugins\Fennel.dll
2008-02-26 Plugins\Mate.dll
2007-12-24 Plugins\TCPIPAddress.dll



