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Why did we send you here?

During your last scan, we found some infections that have caused changes on your system, which may need to be manually altered. We'll show you how to do that on
this page.

Our instructions are divided into three chapters:
« How to restore start pages, search engines, and other settings in Firefox
e How to restore start pages, search engines, and other settings in Google Chrome

« How to fix browser shortcuts for Firefox, Chrome, and Internet Explorer
How to restore start pages, search engines, and other settings in Firefox

Click the “Open menu” button and choose "Options."
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On the "General" tab under "Startup," use one of the buttons or manually change the URL in the "Home Page" field.
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Default Search Engine
Choose your default search engine. Firefox uses it in the location bar, search bar, and start
page.

Google -

v | Provide search suggestions

One-click search engines
The search bar lets you search alternate engines directly. Choose which ones to display.

Search Engine Keyword
v Yahoo
v B Bing

On the “Sync” tab, you can click on “Unlink this device" if you don't want other devices to inherit the changes from the one you are working on (and vice versa).

In extreme cases, it might be necessary to uninstall Firefox and make a fresh start. If you do that because of the effects of an infection, we advise you to follow the

“Remove user data and settings” instructions. If you want to transfer your bookmarks to the new setup, you can follow these directions.

How to restore start pages, search engines, and other settings in Google
Chrome

Click the button that opens the “customize and control” menu in Chrome.

Then click “Settings.” Scroll down in the Settings menu to “On startup.”

Under “On startup,” you can change the pages that Chrome opens with by clicking the “Set pages” link next to the “Open a specific page or set of pages” option.

Startup pages

[ chromes//chrome-signin/7sourc... chrome://chrome-signin/?source=0

[ Getting Started hitps:/iv

w.google.com/intl/en/chrome/b...

Add a new page Enter URL

Use current pages | Cancel |

Under “Appearance,” click the “Change” link beside the “Show Home button” option to alter the URL that will open when that button is used.
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Set which search engine is used when searching frem the cmnibox,

gonel « | Manage search engines...

You can edit the URL in the resulting pop-up screen.

Home page *
() Use the New Tab page
(@) Open this page: B rttp:/ v mystartsearch
| Cancel |
Under “Search,” you can decide which search engine to use when you search from the omnibox.
Search
Set which search engine is used when searching from the omnibox,
mystartsearch ¥ || Manage search engines...
Click the “Manage search engines...” button to select the default search engine. Remove unwanted entries by clicking on the (X) next to an entry.
Default search settings
[ mystartsearch mystartsearch https/fwww.mystartsearch.com/web/Mtype=dsfits=... *
[" Google (Default) google.com {google:baselURL)search?q="s8{google:RL Y goog...
[ Yahoo! yahoo.com https://search.yahoo.com/search?ei={inputEncodin...
[ Bing bing.com https:/fwww.bing.com/search?g="6s8PC=U3164F..
[ Yahoo! France fryahoo.com https://frsearchyahoo.com/search?ei={inputEncod...
If an (orphaned) extension is left behind, you can remove it manually under “Tools" / “Settings” / “Extensions.
Extensions [[] Developer mods
GardeningEnthusiast  12.9.5.17537 @ Enabled |

Find all the gardening advice you need to keep your flowers blooming, your vegetables
growing - all'in one FREE & convenient spot!

Details

[[] Allow in incognito
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In extreme cases, it might be necessary to do a fresh install. Once you decide it is better to uninstall Chrome, you may want to back up your bookmarks first. To avoid
the effects of an infection from carrying over to the new install, you should use the "Also delete your browsing data" checkbox.

Read the instructions for synced data to avoid the spreading the infection to other devices or receiving additional infections from other devices.

How to fix browser shortcuts for Firefox, Chrome, and Internet Explorer

Sometimes browser hijackers alter the shortcuts on your desktop, taskbar, and start menu in order to make sure you visit their sites or view their advertisements. They

do this by adding extra information to the existing shortcuts. Unfortunately, we can’'t remove the extra information for you, so we'll show you how to create new, clean
shortcuts.

If the infected shortcuts are pinned at the taskbar, right-click the icon and choose "Unpin this program from taskbar."

Tasks

"E Start InPrivate Browsing
[ Open new tab

E Reopen last session

2 iexplore.exe

o Unpin this program from taskbar

If the "Unpin" method does not work, you can remove the shortcuts from your taskbar in the hidden folder. First, you need to show your hidden files. Go to “Control
Panel” / “Folder Options” / “View,” and then select “Show hidden files, folders, and drives.”

Folder views
You can apply this view (such as Details or lcons) to
all folders of this type.

Apply to Folders

Advanced settings:
4. Files and Folders
[] Always show icons, never thumbnais
] Mways show menus
Display file icon on thumbnails
Display file size information in folder tips
(] Display the full path in the tile bar
. Hidden files and folders
D Dont show hidden files, folders, or drives
(@ Show hidden files, folders, and drives
Hide empty drives
Hide extensions for known file types
Hide folder merge corflicts

The taskbar entries are stored in a hidden folder. The location of the hidden folder (on Windows 8) is as follows:

C:\Users\{username}\ AppData\Roaming\Microsoft\Internet Explorer\Quick Launch\User Pinned\TaskBar

%v| .. « Internet Explorer » Quick Launch » User Pinned » TaskBar - |4-_p | | Search TaskBar e |
Organize + Include in library « Share with = Mew folder i S | @
| i - — =
s Favorites Marne Date modified Type Size
B Desktop H [# Google Chrome 6/8/201411:11 AM  Shortcut IKEB
i Downloads [72 iexplore 11/9/201311:27 AM  Shortcut 2 KB
"5l Recent Places (7} Mozilla Firefox 11/9/201311:46 AM  Shertcut 2 KB
@ Opera 9/24,/2014 3:20 PM Shortcut 2 KB
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Select the shortcuts you'd like to remove and delete them. (Or right-click and delete.) Removing shortcuts from this location may require a reboot for the removal to
take effect.

Once the altered shortcut is removed, right-click your desktop and choose "New" then "Shortcut."
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View . Folder
Sort by @] shortcut
Refresh
[Z] Bitmapimage
Paste Contact
Paste shortcut @ Journal Document
Undo Copy Cr+Z | <) Rich Text Document
Next desktop background | Text Document
| Mew Liﬂ

Compressed (zipped) Folder

ES| Screen resolution
&l Personalise

Then browse to the location of the program you want to start with the shortcut.

Common locations for browsers are:

"C:\Program Files\Internet Explorer\iexplore.exe”

"C:\Program Files\Google\Chrome\Application\chrome.exe"

"C:\Program Files\Mozilla Firefox\firefox.exe"

"C:\Program Files\Opera\launcher.exe"

"Program Files" may be "Program Files (x86)" if you are running a 64-bit operating system.

Please note that the quotes are necessary for these shortcuts to work.

«) g Create Shortcut

What item wo

This wizard helps y
Internet addresses,

Type the location o

Click Mext to conti

Select the target of the shartcut below:

%) iedvtool.dll
9 ieinstal. exe
@ ielowutil.exe
@ ieproxy.dll
&) IEShims.dIl

= iexplore.exe

File description: Internet Explorer
Company: Microsoft Corporation
File version: 10.0.9200.16660

Date created: 9/4/2013 537 AM

]
lm Size: .SIE KB
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# Pin to Taskbar

You can use the same procedure to pin the shortcut to the Start menu by dragging the icon to the start button.

P. Ali ng;anﬁ

| Search programs and files

i
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Existing shortcuts on the desktop can also be cleaned by right-clicking them, then choosing "Properties." In the "Target" field, remove everything after the path to the

program. Remember to leave the quotes.

| General | Shottewt | Secuity | Details |
8 -

Target type: Application

Target location: Intemet Explorer

Tanget: |5xp|orer\ie:q:lore exe" ittp :ffrnystartsearm.comf?l

Start in; |"C:\Progmrn Files {<86) \Intemet Explorer” |

Shortout key: | None

Bun: |Normalwindow

Comment: |

| Open fiie Location | | Changelcon... | | Agvanced... |
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Enter your e-mail

SUBMIT

CONTACT

Malwarebytes
3979 Freedom Circle, 12th Floor

Santa Clara, CA 95054

EULA Privacy Terms of Service © 2016 Malwarebytes
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